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AWS services

“What are the benefits of using AWS services?”



Amazon Web Services

e Global data centers

e More than 200
services

e Secure and robust
e Pay as you go

e Built for business
needs



Why customers move to AWS

Accelerate time to market. @ 2 _‘: Optimize costs.

Increase innovation. @ ‘ g@ Minimize security vulnerabilities.

Scale seamlessly. Q C {é}\ Reduce management complexity.

Complexity
and risk






AWS infrastructure

“How is AWS global infrastructure organized?”



AWS infrastructure topics

4 N

AWS infrastructure

- /

Regions

AWS Local Zones

‘ Edge locations
/




AWS data centers

e AWS services operate
within AWS data
centers.

e Data centers host
thousands of servers.

e Each location uses
AWS proprietary
network equipment.

e Data centers are

organized into
Availability Zones.







AWS Regions

Each Region:

e |s completely
independent

e Uses AWS network
infrastructure

e Has multiple
Availability Zones






AWS Local Zones

Use cases:
e Media and _ &

L]
L]
L]

entertainment
— = H
content creation - - ] 3:6},
: : : : -

e Real-time gaming : : OO0 ‘ ‘
e Machine learning ——— — — C J

inference
e Live video streaming AWS infrastructure at Local compute, Coqnec’gng to Delivering new

_ the edge storage, databases, services in AWS Iow—-late-ncy

* Augmented reality and other services Regions applications

(AR) and virtual
reality (VR)
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AWS Local Zones Edge Locations

e Low latency e Caching of data

e Local data processing e Fast delivery of content

e Consistent AWS experience e Better user experience




AWS Well-Architected Framework

“How can we build our cloud infrastructure according to best practices?”



AWS architect responsibilities

3

) —=

iy f

_ Plan Research _ Buld

e Set technical cloud strategy .
with business leads.

* Analyze solutions for business .
needs and requirements.

Design the transformation
roadmap with milestones, work
streams, and owners.

Investigate cloud services specs
and workload requirements.

Review existing workload
architectures.  Manage the adoption and

: : migration.
Design prototype solutions.
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Security

e Apply at all layers
e Enforce the principle of least privilege
e Use multi-factor authentication (MFA)

Cost Optimization

e Analyze and attribute expenditures
e Use cost-effective resources
e Stop guessing

Reliability

e Recover from failure
e Test recovery procedures
e Scale to increase availability

Performance Efficiency

e Reduce latency
e Use serverless architecture
¢ |ncorporate monitoring

Operational Excellence

e Perform operations with code
e Test response for unexpected events

Sustainability

e Understand your impact
e Maximize utilization
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AWS Well-Architected
Tool
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Define
workload

Conduct
architectural
review

Apply best
practices




Review



Consider how you would answer the
following questions:

e \What are the benefits of using AWS services?
e How is the AWS global infrastructure organized?

e How can we build our cloud infrastructure
according to best practices?
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Module review

In this module you learned about:

v AWS services
v AWS infrastructure
v AWS Well-Architected Framework

Next, you will review:

@ Knowledge check

@ Lab introduction

21



Knowledge check
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Knowledge check question 1

Which of the following is the best example of one responsibility of an AWS architect?

Monitor alarms for disaster response.

Maintain application-level code in the AWS Cloud.

Manage access to a group of AWS accounts.

Analyze solutions for business needs and requirements.




Knowledge check question 1 and answer

Which of the following is the best example of one responsibility of an AWS architect?

Monitor alarms for disaster response.

Maintain application-level code in the AWS Cloud.

Manage access to a group of AWS accounts.

Analyze solutions for business needs and requirements.

D
correct




Knowledge check question 2

Which of the following is a cluster of data centers within a geographic location with low latency network
connectivity?

Availability Zone

Region

Edge location

Outposts




Knowledge check question 2 and answer

Which of the following is a cluster of data centers within a geographic location with low latency network
connectivity?

A
correct

Availability Zone

Region

Edge location

Outposts




Knowledge check question 3

Which of the following factors do you consider when picking an AWS Region? (Select TWO.)

Local data regulations
Operating system requirements
Latency to end users

Support for hybrid networking

Programming language of your application




Knowledge check question 3 and answer

Which of the following factors do you consider when picking an AWS Region? (Select TWO.)

A
correct

Local data regulations

Operating system requirements

C

Latency to end users
correct

Support for hybrid networking

Programming language of your application




Knowledge check question 4

What is the primary benefit of deploying your applications into multiple Availability Zones?

Stronger security policies for resources
Decreased latency to resources

High availability for resources

There is no benefit to this design




Knowledge check question 4 and answer

What is the primary benefit of deploying your applications into multiple Availability Zones?

Stronger security policies for resources

Decreased latency to resources

C

High availability for resources
correct

There is no benefit to this design




Knowledge check question 5

The principle of least privilege is a principle under which Well-Architected Framework pillar?

Operational excellence
Security

Resilience

Performance efficiency




Knowledge check question 5 and answer

The principle of least privilege is a principle under which Well-Architected Framework pillar?

Operational excellence

B

correct Security

Resilience

Performance efficiency







Connecting to an AWS service

User

VvV

AWS Management Console

AWS Command Line Interface (AWS
CLI)

Vv

Software development kits (SDKs)

WV

APl —— KR

\-/‘7

AWS application AWS Cloud
programming
interface (API)
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AWS

Account Security



Module overview

e Business requests

* Principals and identities

e Security policies

e Managing multiple accounts
e Module review

e Knowledge check
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The security specialist needs to know:

e \What are the best practices to manage access
to AWS accounts and resources?

e How can we give users access to only the
resources they need?

e What is the best way to manage multiple
accounts?
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Principals and identities

“What are the best practices to manage access to AWS accounts and
resources?”



(® Root user

Account owner that performs tasks requiring
unrestricted access. Learn more

() 1AM user

User within an account that performs daily tasks.
Learn more

Root user email address

username@example.com

dws
~—



AWS ldentity and Access Management (IAM)

Use IAM to:

e Create and manage
users, groups, and
roles.

e Manage access to
AWS services and
resources.

e Analyze access
controls.

Authentication

&

Credentials

Sign in to AWS

Authorization

v
v

X

Permissions

Allowed to carry
out request
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Principals

= A =
v v
X X
IAM user " IAM role
A principal:
e Can make a request
for an action or
operation on an AWS AWS account

resource

e Can be a person,
application, federated T T </>@

user, or assumed role aWS =
AWS service Identity provider (IdP) or
federated user

LN
X<
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|IAM users

IAM users are users
within an AWS account.

e Each user has their
own credentials.

e They are authorized to
perform specific AWS
actions based on
permissions.

<5 AWS account

IAM users:

[XQQ

Administrator

m

Developer

m

Auditor

Amazon S3 bucket

s

F-->

- =1 Amazon EC2 instance

IAM user list

42



|IAM users and AWS API calls

-

\_

_

AWS Management
Console

~

Console Access

/

AWS Command Line AWS SDKs
Interface (AWS CLI)

o /
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Programmatic access

Access Key ID: AKIAIOSFODNN/EXAMPLE
Secret Access Key: wJalrXUtnFEMI/K7MDENG/bPXxRf1CYEXAMPLEKEY

IAM user

AWS CLI AWS SDK

$ aws configure
AWS Access Key D [7':7‘:':'c7':7‘:*':'cfc‘:‘c‘z‘n‘c*:‘n‘n’:‘:‘chLE]: @ O @
AWS Secret Access Key [##®¥%¥&®ddd**EKEY]:

Default region name [ap-southeast-1]: Java Python
Default output format [json]:




Select Policy name

[ Administatoraccess
- AmazonEC2ReadOnlyAccess

AmazonS3FullAccess
- AmazonS3ReadOnlyAccess

Select Policy name

[ Administrtorhccess
AmazonEC2ReadOnlyAccess

- AmazonS3FullAccess
AmazonS3ReadOnlyAccess

SN

»






|IAM user groups

e Assign IAM

users to an
IAM user
group.

XL
X<

Group: Admins Group: Billing

e Attach policies |
to an IAM user

group to apply

X<

Zhang Richard

LN

to all users
within the
group.

Maria

X<




|IAM roles

e Delegate set
permissions to specific
users or services.

e Users assume a role
without sharing
credentials with
others.

e Permissions are only
valid while operating
under the assumed
role.

AssumeRole
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aws
1

IAM user AWS services

A

Federated user
(Non-AWS) 3




|AM policy assignments

v
% 28
Assigned X Assigned
- . vy CQ
|AM policy

IAM user IAM group

Assigned

.. Assumed . ) S Assumed dWS
> ; ¢ N

IAM user AWS resources

IAM roles
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Security policies

“How can we give users access to only the resources they need?”



Security policy categories

Policy types

Set maximum
permissions

Grant permissions

Y ( IAM permissions
X - boundaries

v
v

N
L

AWS Organizations
service control policies
(SCPs)

%

%

IAM identity-based |
policies

s IAM reSOL.Jr.ce-based
policies

v

v

v
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Granting permissions

e |dentity-based policies
are assigned to users,
groups, and roles.

e Resource-based
policies are assigned
to resources.

e Resource-based
policies are checked
when someone tries
to access the
resource.

Policy types

Grant permissions

policies

; v
s IAM reSOL.Jr.ce based
policies

|AM identity-based v
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Types of identity-based policies

/
Service access Job function
e AmazonEC2FullAccess * AdministratorAccess
* AmazonEC2ReadOnly * Billing
Access * DataScientist
\_

Custom policy

Level9Admins
EasternTeam

AWS managed

Customer managed
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Description
Use Allow or Deny to indicate whether the policy allows or denies access.

Indicate the account, user, role, or federated user to which you want to allow or
deny access (only on resource policies).

Include a list of actions that the policy allows or denies.

Specify a list of resources to which the actions apply.

Specify the circumstances under which the policy grants permission.

Required




ldentity-based policy example

{

°"Version“: "2012-10-17",
"Statement": [

"Effect": "Allow",
"Action": |
'‘ec2:Startinstances”,
'‘ec2:Stoplnstances”

|,
Q "Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
\'StringEquals”: {
"ec2:ResourceTag/Owner": "S{aws:username}"

Use this version date to use all of the
available policy features.

Indicate whether the policy allows or denies
an action.

Include a list of actions that the policy
allows or denies.

Choose a list of resources to which the
effect applies.

Optional: Specify the conditions under
which the policy applies.
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"Effect": "Allow", "Effect": "Deny",
"Action": [ "Action": [
"s3:ListBucket", "ec2:*",

"s3:GetObject" ngg.kn
]I ]’

n, nxki

"Resource": | "Resource":
"arn:aws:s3:::DOC-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"




How IAM policies are evaluated

Is the action
explicitly denied?

Yes

No

Is the action

explicitly allowed?

-

Allow

Deny
(implicit deny)
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Example of IAM policy explicit deny

e Explicit deny
statements override
explicit allow.

e |f there is no explicit
deny, check for an
explicit allow.

e |f there is no explicit
allow, then the
request is denied.

Single API,
AWS CLI, or
console
request

Grant or
deny

Identity-based policy
statement A

Explicit deny

e

Identity-based policy
statement B

60






aws
~—7

{
"Version": "2012-10-17",

"Statement": |

{

Required "Sid": "AccountBAccess",
"Effect": "Allow",
"Principal": {"AWS": "444455556666"},

"Action": "s3:PutObject",
'Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/folder123/*"

Optional




Defense in depth

en @ &

Users Role Amazon S3 VPC endpoint S3 bucket Documents
/I\ AN T T
v v
v v
X X
IAM policy VPC endpoint Bucket policy
policy
|Identity-based Resource-based e ™\
Note: Evaluate identity-

based policies and resource-
based policies together.

- J




|AM permissions boundaries

IAM permissions
boundaries:

e Limit the user's
permissions

e Do not provide
permissions on their
own

Policy categories

permissions

N2

Set maximum -
Grant permissions

,

IAM permissions
boundaries

X<

M ldentity-based policies

AN

Limit actions al

lowed
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Module review

In this module you learned about:

v’ Principals and identities
v’ Security policies
v Managing multiple accounts

Next, you review:

Knowledge check

65



Knowledge check

g



Knowledge check question 1

Which of the following can be attached to a user, group, or role?

Resource-based policies
AWS STS

Security groups

|dentity-based policies




Knowledge check question 1 and answer

Which of the following can be attached to a user, group, or role?

Resource-based policies

AWS STS

Security groups

D

S Identity-based policies




Knowledge check question 2

Which of the following sets permissions on a specific resource and requires a principal to be listed in the policy?

Identity-based policies

Service control policies (SCPs)

Resource-based policies

Permissions boundaries




Knowledge check question 2 and answer

Which of the following sets permissions on a specific resource and requires a principal to be listed in the policy?

Identity-based policies

Service control policies (SCPs)

C

Resource-based policies
correct

Permissions boundaries




Knowledge check question 3

Which of the following are elements of an IAM user’s programmatic access? (Select TWO.)

Username
Access Key ID

Password

Secret Access Key

MFA token




Knowledge check question 3 and answer

Which of the following are elements of an IAM user’s programmatic access? (Select TWO.)

Username
B
Access key ID
correct
Password
D
Secret access key
correct

MFA token




Knowledge check question 4

True or False: The root user should be used for daily administration of your AWS account.

False

True



The root user should be used for daily administration of your AWS account.

A True

B
correct
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Knowledge check question 5

Which of the following can only be managed with AWS Organizations?

Service control policies (SCPs)
Resource-based policies

Permissions boundaries

|dentity-based policies




Amazon Web Services
Networking 1



Which network components are you familiar
with? Choose all that apply:

A. IP addressing and subnetting
B. Switching and routing
C. Network security

D. None of the above
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Overview

e Business requests

e |P addressing

e Virtual Private Cloud (VPC) fundamentals
e \/PC traffic security

e Present solutions

e Capstone check-in

e Knowledge check
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The network engineer needs to know:

e How can we make sure that our network has
enough IP addresses to support our workloads?

e How do we build a dynamic and secure network
infrastructure in our AWS account?

e How can we filter inbound and outbound traffic
to protect resources on our network?

79



IP addressing

“How can we make sure that our network has enough IP addresses to
support our workloads?”



IPv4

IPv4 supports
Dynamic Host
Configuration
Protocol (DHCP)
or manual
configuration.

IPv4 32-bit

4.3 billion addresses
Addresses must be reused.

address

Addresses are written in numeric dot-decimal notation.

_______________

172.31.0.

_____________

Recommended: RFC1918 range

_____________

0/16

Recommended: /16 (65,536 addresses)

81



|IPv6

e |Pv6 has been
developed to
replace IPv4.

e |Pv6 supports
automatic

configuration.

IPv6 128-bit address

340 trillion trillion trillion addresses

Every device can have a unique address.
Addresses are written in alphanumeric hexadecimal notation.

__________

Amazon Global Unicast Addresses Associate a /56 IPv6 CIDR

(GUA) — internet-routable (automatically allocated)

82



|P addresses

IPv4 example Network A uses 10.x.x.x

e An IP address

identifies a location |dentifies the
within a network. network
¢ |t identifies the 10.45.12.120 10.45.12.121

network and the host.

e There are two types of 172.31.2.15 —

IP addresses: Network B uses 172.31.x.x
e IPv4
= IRV Identifies the location s 1= —
of the host
172.31.2.15 172.31.121.10




CIDR Total IPs

Dot notation to

J LA E
network or
subnet.
The remaining bits are
/16 reserves the first 16 &
: ] the host range:
Slash notation for the bits for network
: e 10.22.0.0 to
subnet mask identification

10.22.255.255




Subnet mask

Network Host
IP
16 0 0
Address -
Network > Host .
Default 255 255 0 0
Subnet 11111111 11111111 00000000 00000000
Mask
Also written as “/16” where 16 represents the number of 1s in the mask.
. Network . Subnet . Host
8-bit
Subnet 255 255 255 0
Mask

Also written as “/24” where 24 represents the number of 1s in the mask.
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VPC fundamentals

“How do we build a dynamic and secure network infrastructure in our
AWS account?”



VPC fundamentals topics

4 N

VPC fundamentals

- /

‘ Amazon VPC
\

> Subnets
\

‘ Internet gateway
|

> Route table

[
‘ Elastic IP address

[

‘ Elastic network interface

Q> NAT gateway
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Amazon VPC

e Provides logical VPC 172.31.0.0/16 (65,536 addresses)

isolation for
your workloads

e Permits custom
access controls
and security
settings for your
resources

e |sboundtoa
single AWS
Region




Subnets

e Subnets are a subset .

of the VPC CIDR block. VPC 172.31.0.0/16 (65,536 addresses)

e Subnet CIDR blocks

cannot overlap.
P Public subnet 172.31.0.0/20 Private subnet 172.31.32.0/20

e Each subnet resides
within one Availability (4,096 addresses) (4,096 addresses)
Zone.

e An Availability Zone

can contain multiple
subnets. Public subnet 172.31.16.0/20 Private subnet 172.31.48.0/20

e Five addresses are (4,096 addresses) (4,096 addresses)
reserved.




Using subnets to divide your VPC

e Using subnets isolates
resources for routing
and security.

e AWS will reserve five
IP addresses from
each subnet.

A VPC with CIDR “/22”
includes 1,024 total IP
addresses.
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Public subnets

A public subnet holds resources that work with inbound and outbound internet traffic. It requires the

following:
Route table Internet gateway Public IP addresses
e Aset of rules that the VPC uses Allows communication between * [P addresses that can be
to route network traffic resources in your VPC and the reached from the internet
e Requires a route to the internet internet * Protects the private IP

addresses only reachable on
the network

VPC
Public subnet

@—b @— e Public IP: 203.0.133.15

Internet Private IP: 172.31.2.15

Route table EC2 instance

Internet

gateway
|

91



Internet gateways

* |nternet gateways
permit
communication
between instances in
your VPC and the
internet.

e They provide a target
in your subnet route
tables for internet-
routable traffic.

e |t protects IP
addresses on your
network by
performing network
address translation
(NAT).

oD

Internet

Source IP:
203.0.133.15

VPC 172.31.0.0/16

Source IP:
@ 172.31.2.15 i

Internet
gateway

B public subnet  172.31.0.0/20

172.16.0.0

172.16.1.0 Route table

Public IP: 203.0.133.15
Private IP: 172.31.2.15

EC2 instance

172.31.32.0/20

172.16.0.0

0]  Route table

172.16.2.0

Private IP: 172.31.32.15

EC2 instance

92



Destination Target

172.31.0.0/16 local

0.0.0.0/0 igw-1234567890abcdef0

Destination Target

172.31.0.0/16 local




Internet
gateway

(%)

-

Destination Target

172.31.0.0/16 local



Main route table .

Destination Target

172.31.0.0/16 local
0.0.0.0/0 igw-id
0

Internet
gateway









Elastic IP addresses

Permit
association with
an instance or a
network interface

Can be
reassociated and
direct new traffic
immediately

Default
restriction of five
per Region, per
account

Support Bring

Your Own |P
(BYOIP)

oD

Internet

Internet
gateway

Public subnet

Private IP: 172.31.0.50
Elastic IP: 203-0-13345

EC2 instance ‘

Private IP: 172.31.0.51
Elastic IP: 203.0.133.15

EC2 instance T

Private IP: 172.31.32.75

EC2 instance
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Elastic network interface

An elastic network
interface is a logical

networking component

in a VPC that:

Can be moved across
resources in the same

Availability Zone

Maintains its private
IP address, Elastic IP
address, and MAC
address

Public subnet

oD

Customer

"

Internet
gateway

Instance
Private IPv4: 172.31.2.15

Elastic network interface
Elastic IP: 203.0.133.15
Private IPv4: 172.31.2.11

Instance
Private IPv4: 172.31.2.18
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Network address translation with NAT gateways

e You use NAT to
protect your
private IP
addresses.

e A NAT gateway
uses an Elastic IP
address as the
source |IP address
for traffic from the
private subnet.

oD

Internet VPC 172.31.0.0/16

Public subnet

g:_b Elastic IP: 203.0.133.15

203.0.133.15 - Private IP: 172.31.2.15
Internet
gateway

Source IP:
203.0.133.15

NAT gateway

Source IP:

172.31.32.75

Private IP: 172.31.32.75

EC2 instance

100



Destination Target

172.31.0.0/16 local

(%] 0.0.0.0/0 igw-1234567890abcdef0

Internet
gateway

. Destination Target
172.31.0.0/16 local

0.0.0.0/0 nat-021345abcdef6789




] Iy
b I'.

O\% Elastic Load
Balancing
Internet
2 2

b
b







VPC traffic security

“How can we filter inbound and outbound traffic to protect resources on
our network?”



Network access control lists (ACLs)

Public subnet

e A network ACL acts as
a firewall at the
subnet boundary.

e By default, it allows all
inbound and

nacl-MyNACL1

Type Protocol | Port Source Allow or
Range Deny

outbound traffic. Instance

e |tis stateless,
requiring explicit rules
for all traffic.

¢ |t evaluates rules
starting with the
lowest numbered

rule.
Instance

HTTP 0.0.0.0/0 Allow
> 101  HTTPS TCP 443 0.0.0.0/0 Allow
* ALL Traffic  ALL ALL 0.0.0.0/0 Deny

Type Protocol | Port Destination | Allow or
Range Deny

Custom TCP 1024- 0.0.0.0/0 Allow
Rule 65535
* ALL Traffic ALL ALL 0.0.0.0/0 Deny
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Network acl-11223344

Inbound

Rule # 100: SSH 172.31.1.2/32 ALLOW
Rule # *: All traffic 0.0.0.0/0 DENY

Outbound

Rule # 100: Custom TCP 172.31.1.2/32 ALLOW
Rule # *: All traffic 0.0.0.0/0 DENY

Sg-1a2b3c4d

Inbound
All traffic sg-1a2b3c4d SSH 172.31.1.2/32

Outbound
All traffic sg-1a2b3c4d







Security groups

e A security groupis a
virtual firewall that
controls inbound and
outbound traffic into
AWS resources.

¢ |t allows traffic based
on IP protocol, port,
or IP address.

e |t uses stateful rules.

aws

== AWS Cloud

Public subnet

Security group

Instance

Security group

Instance

108



Default and new security groups

e Security groups in
default VPCs allow all
outbound traffic.

e Custom security
groups have no
inbound rules and
allow outbound
traffic.

Block all
traffic

Security group

all
traffic

Security group

R —

/l\
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Custom security group rules

Inbound
0.0.0.0/0 Allows inbound HTTP access from all IPv4 addresses
0.0.0.0/0 TCP 443 Allows inbound HTTPS traffic from anywhere
Outbound

SG ID of DB servers 1433 Allows outbound Microsoft SQL Server access to instances in the specified

security group

SG ID of MySQL servers TCP 3306 Allows outbound MySQL access to instances in the specified security group

110



Security group chaining

Inbound and
outbound rules
allow traffic flow
from the top tier
to the bottom
tier.

The security
groups act as
firewalls to
prevent a subnet-
wide security
breach.

Web security group

Web server

7R

App security group

App server

Data security group

]

Database

N

Inbound rule
Allow HTTPS port 443
Source: 0.0.0.0/0 (any)

Inbound rule
Allow HTTP port 80
Source: Web tier

Inbound rule
Allow TCP port 3306
Source: App tier
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Design your infrastructure with multiple layers of defense

Internet
gateway

VPC

172.16.0.0

)=

Public

[7236.10] ¢ D|ﬁ|4 € subnet

172.16.2.0

Route table

Network ACL

«—

Y

Security
group

Security
group

S

S

Instance

Instance
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Security Group Network ACL

Associated to an elastic network interface and implemented Associated to a subnet and implemented
in the hypervisor in the network

Supports Allow rules only Supports Allow rules and Deny rules
A stateful firewall A stateless firewall

All rules evaluated before All rules processed in order
deciding whether to allow traffic when deciding whether to allow traffic

Applies to an instance only if it is associated with the instance  Applies to all instances deployed in the associated subnet







Review



Consider how you would answer the
following:

e How can we make sure that our network has
enough IP addresses to support our workloads?

e How do we build a dynamic and secure network
infrastructure in our AWS account?

e How can we filter inbound and outbound traffic
to protect resources on our network?
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Module review

In this module you learned about:

v |P addresses
v VPC fundamentals
v VPC traffic security

Next, you will review:

Capstone check-in
Knowledge check
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a (%)
> I__I { Amazon
[N @
App servers
Application Load -
- Balancer e
[@] Amazon EFS
Internet a g
gateway ]

Amazon
Aurora

¢
%

App servers



Internet
gateway

b
P

(S
(4



Knowledge check

g



Knowledge check question 1

True or False: A single Amazon VPC can span multiple Regions.

False

True



True or False: A single Amazon VPC can span multiple Regions.

A True

B
correct
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Knowledge check question 2

What action must you take to make a subnet public?

Route outbound traffic from the subnet.

Route inbound traffic from the internet gateway.

Route outbound traffic to the internet gateway.

Subnets are public by default.




Knowledge check question 2 and answer

What action must you take to make a subnet public?

Route outbound traffic from the subnet.

Route inbound traffic from the internet gateway.

C

Route outbound traffic to the internet gateway.
correct

Subnets are public by default.




Knowledge check question 3

What function does the NAT gateway serve?

Load balances incoming traffic to multiple instances
Allows internet traffic initiated by private subnet instances

Allows instances to communicate between subnets

Increases security for instances in a public subnet




Knowledge check question 3 and answer

What function does the NAT gateway serve?

Load balances incoming traffic to multiple instances

B

correct Allows internet traffic initiated by private subnet instances

Allows instances to communicate between subnets

Increases security for instances in a public subnet




Knowledge check question 4

What should you use to create traffic filtering rules for a subnet?

NAT gateway

Route table

Security group

Network ACL




Knowledge check question 4 and answer

What should you use to create traffic filtering rules for a subnet?

NAT gateway

Route table

Security group

D
correct

Network ACL




Knowledge check question 5

Which ports are open by default when you create a new security group? (Select TWO.)

Nothing allowed inbound

Nothing allowed outbound

Anything allowed inbound

Anything allowed outbound

Inbound traffic is allowed on public subnets




Knowledge check question 5 and answer

Which ports are open by default when you create a new security group? (Select TWO.)

A Nothing allowed inbound
correct
Nothing allowed outbound
Anything allowed inbound
0 Anything allowed outbound
correct

Inbound traffic is allowed on public subnets




AWS

Compute

Lab 2



Where do you run the majority of your compute
workloads?

On-premises physical or virtual servers
Cloud-based servers

On-premises containers

o 0w p

. Cloud-based containers
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Module overview

e Business request

e Compute services

e Amazon Elastic Compute Cloud (Amazon EC2) instances
e EC2 instance storage

e Amazon EC2 pricing options

e AWS Lambda

* Present solutions

e Knowledge check

e Capstone check-in

e Lab 2: Build your Amazon VPC infrastructure
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The compute operations manager wants to
know:

e What AWS compute services are there?

e What should the team consider when deploying
new and existing servers to Amazon EC2?

e How do we know which volume type to attach
to our EC2 instances?

e How can we optimize cost for compute
resources?

e Where can we start with serverless compute
options?
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Compute services

“What AWS compute services are there?”



Evolution of AWS compute

Amazon Elastic AWS Inferentia AWS
Container Service and Trainium Graviton
Amazon EC2 (Amazon ECS) AWS Lambda AWS Fargate processors processors

2006 2014 2014 2021

Virtualization Containerization Serverless Serverless AWS custom-built and
containerization specialized processors
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Amazon Elastic Compute Cloud
(Amazon EC2)

Amazon Elastic Block Store

® (Amazon EBS)

AWS Lambda




EC2 instances

“What should the team consider when deploying new and existing servers
to Amazon EC27?”



Physical servers host EC2 instances give you You can add or remove
EC2 instances in AWS secure and resizable compute capacity to meet
Regions around the compute capacity in changes in demand.
world. the cloud.




EC2 instance launch considerations

=

Application and : :
]
= </>

Network and security Placement and tenancy Scripts and metadata
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CLI command:

Stop EC2 instances with
“Dev2” tag value




Amazon Machine Image (AMI)

AMI
components:

e Template for
instance
volumes

e Launch
permissions

e Block device
mapping

Benefits:
e Repeatable
e Reusable

e Recoverable

Amazon EC2 service

Create

EC2 instance

AMI

N\
i
1
1
]
]
1
]
]
]
]
]
:
]

B S

EC2 instance

--------- >

EC2 instance

EC2 instance
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Choose from the following:

\7/ EC2 Image
O Builder




Creating custom AMlIs

EC2 instance contents

* C Install and configure Create Create instances
‘02 AMI

Internal tools, security packages’ and Running instance New AMI New instances

configuration

Run commands at launch

Instance user data
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Amazon EC2 Image Builder

Start with a source
image.

L J

Customize software
and configurations.

Secure the image
with AWS provided
or custom hardening
templates.

Tl

Test the image with
AWS provided or
custom tests.

I'_‘I_‘_ M

Distribute “golden”
image to selected
AWS Regions.
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Understanding instance type names

Instance
generation Instance size
coeg.xlarge
Instance Additional

family properties
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EC2 instance families

Storage Compute

General purpose Memory optimized optimized optimized Accelerated compute
| I | I L | | |
. 13/
Mac T3 M5 M5zn R5 X1 z1d U Ben C5 G4 P4dn F1 Infl
D3
T3a M5a R5a Xle / C5a G4ad
D3en
T4g Még R6g H1 Cég
| ] | J L ]
4:1 Memory 8:1 Memory 2:1 Memory
(GiB) to vCPU (GiB) to vCPU (GiB) to vCPU

ratio ratio ratio
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Benefits of newer generation instance types

SQL Server Testing with HammerDB:
Average Cost Per 1 Billion Transactions Per Month

$60.00 $56.61

$50.00
Increase 543.08
compute $40.00
capabilities and
reduce $30.00
processing costs.

$20.00

$10.00

$0.00

B m4.xlarge mb5.xlarge
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S‘S lﬂ—Tl{?a} (I?sri(f)i;trjcr(:tion
Oy N

AWS Compute S . Reconfigure
Opt in your accounts Optimizer service integration resources
to get started Recommendations recommendations
g based on
exported to :
recommendations
Amazon S3

Resource analysis
ML, based on CloudWatch data




Public keys




Elastic interface types

Up to 10 Gbps

Virtual Machine Device
Queue

TCP or IP

Multiple per instance
Traffic can traverse across
subnets

VPC networking, general
purpose

Default

>

Up to 100 Gbps

SR-I0V

TCP or IP

Single setting per instance
Traffic can traverse across
subnets

Low latency apps
Optional on supported
instance type

>

Up to 400 Gbps

OS bypass

Scalable Reliable Datagram
One per instance

OS bypass traffic is limited to
single subnet and is not
routable

HPC and ML apps

Optional on supported
instance type

152






Requirements

Provide low network latency

and high network throughput.

Critical instances must
be fault-tolerant.

Avoid correlated
hardware failures.

Solution

Cluster

EC2 instances
near each other.

Spread

across network

segments and racks.

Partition

in logical groups on
separate hardware.

Example use case

High performance computing (HPC)

Medical health record system

Large distributed and
replicated workloads like
Kafka, Hadoop, and Cassandra




Cluster placement groups

@ Availability Zone
O

4 )

Same Availability Zone
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Spread placement groups

Availability Zone ' Availability Zone ' Availability Zone '
) : ) : ) :

| |
! ' | : ! '
' | I | I |
! ' | : ! '
| ' | ! | '
' | I | I |
I LLLLL LLLLL I I LLLLI LLLLI I I LLLLI LLLLL I
- EN: T IS | EN: sy " EB 1 I
' 1 F 1 F : ' i1 F 1 F | I 1 F i F :
I rrrnr rrrr I I Irrr Irrr I I Irrrt rrrt I
' | I | I |
| | |

|

; Hardware1l Hardware2 | : Hardware 1 Hardware 2 | : Hardware 1 Hardware 2 |
| | |

| I |
! : l : : :
: us-east-1a | ' us-east-1b | ' us-east-1c |
R e T e T e e e e e | ISP S e | ISP S e
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#!/bin/bash
yum update -y
yum install -y httpd

service httpd start
chkconfig httpd on

|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||n»

<powershell>

Install-windowsFeature —-Name Web-Server
</powershell>




||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||"||II'

#!/bin/bash

yum update -y

hostname = $(curl -s http://169.254.169.254/latest/meta-data/public-hostname)

Data about the EC2
instance can be used for
automation.

Note: You can only get
metadata with a request from
your EC2 instance.



Storage for EC2 instances

“How do we know which volume type to attach to our EC2 instances?”



Amazon Elastic Block Store (Amazon EBS)

e Create block-level 4 2 - N
storage with
automatic volume
replication in your
Availability Zone. Instance A

Primary

N
\ 4

EBS volumes to a
single EC2 instance.

e Attach one or more T
: Secondary
[ T e T e T T e YTt e e e e e e e e T | ___)

e Move EBS volumes e
between EC2 - J N y
instances as needed. Host Amazon EBS
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Volume type

Description

Size

Max I0PS

Max throughput per
volume

General Purpose SSD

gp2 gp3

Volume that balances price and
performance for a wide variety
of workloads

1 GiBto 16 TiB

16,000
(no burst)

16,000 (burst)

250 MiB/s 1,000 MiB/s

Provisioned IOPS SSD

Highest-performance SSD volume
for mission-critical low-latency or
high-throughput workloads

4 GiBto 16 TiB

64,000

1,000 MiB/s

io2 Block Express

Next generation of Amazon EBS
storage service architecture built
for the cloud

4 GiBto 64 TiB

256,000

4,000 MiB/s




Amazon EBS volume characteristics (2 of 2)

Throughput Optimized HDD Cold HDD

Volume type stl scl

Low-cost HDD volume designed for
Description frequently accessed, throughput-
intensive workloads

Lowest-cost HDD volume designed for
less frequently accessed workloads

125 GiB to 16 TiB 125 GiB to 16 TiB
Max IOPS 500 250

I HTBUE L (e 500 MiB/s 250 MiB/s
volume
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Instance store volumes

Local to instance
Non-persistent

Doesn’t support
snapshots

Available in HDD,
SSD, and non-
volatile memory
express SSD
(NVMe SSD)
varieties

EC2 instance
running

Instance store
with data

EC2 instance
stopping

Instance store
with data

EC2 instance
stopped

All data on the
instance store
is lost
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Amazon EC2 pricing options

“How can we optimize cost for compute resources?”



Spot Instances

Spare Amazon EC2 capacity at
savings of up to 90% off On-
Demand costs

Fault-tolerant, flexible,
stateless workloads



Savings Plan types

Compute Savings Plans

Greatest flexibility, up to 66% off
On-Demand rates, and applies to
AWS Fargate and AWS Lambda
usage.

Flexible across:

* Instance family
* Size
e OS

Tenancy

Availability Zone

Region

00
00
00

EC2 Instance Savings Plans

Provide the lowest prices, up to
72% off On-Demand rates on the
selected instance family in a
specific AWS Region.

Flexible across:

* Availability Zone
* Size
e OS

* Tenancy
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EC2 Spot Instances

- (35 S
Sy - e

N
Use the same Get the Diversify
Plan for interruptions
infrastructure best value your fleet
Run on the same Decide what you can pay Prepare for capacity Choose different instance
hardware as for compute and save up changes in your types, size, and
On-Demand and Savings to 90% from the On- Availability Zones. Availability Zone.

Plans. Demand price.
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Combining purchase options

S35
$30 Spiky, unpredictable Amazon EC2 On-Demand
usage that is not suitable for Spot List price
e, EeEm . O BmER
<
E Workloads that are fault-tolerant, Spot Instances
8 520 flexible, and stateless Discounts up to 90%
Steady usage where the flexibility to Compute Savings Plans
change .
. . (0]
Discounts up to 66%
$10 is important
Steady usage unlikely to EC2 Instance
$5 change during the Savings Plans
commitment Discounts up to 72%
SO

Time
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AWS Lambda

“Where can we start with serverless compute options?”






AWS Lambda

Invoke

Serverless | l aWS

compute aWS \l/"
Supports N Z)

v

Node.js, Java, TJ,
Python, C#, Go Event source Lambda R
PowerShell, N Services

Ruby, and more

Runs for up to
15 minutes

Supports up to I —
10 GB memory

Function code
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Event source examples

Amazon DynamoDB AWS
CodeCommit

Amazon AWS CloudFormation
CloudWatch

AWS CloudTrail Amazon
EventBridge

Amazon Simple Email
Service (Amazon SES)

Amazon Simple Queue
Service (Amazon SQS)

Amazon Simple Notification
Service (Amazon SNS)

AWS Step Functions

Amazon S3 AWS Amazon
loT services Alexa

Amazon Amazon API Gateway
Cognito

Application Load
Balancer

Amazon Kinesis
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import json

def Tambda_handler(event, context):
# TODO implement
return {
'statusCode': 200,
"body': json.dumps('Hello world!")




Use cases

Al = =

777 =

=65 ~r ==

Web applications Backends Data processing Chatbots Amazon Alexa IT automation

[0
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Review



Consider how you would answer the following:

e What AWS compute services are there?

e What should the team consider when deploying
new and existing servers to Amazon EC2?

e How do we know which volume type to attach
to our EC2 instances?

e How can we optimize cost for compute
resources?

e Where can we start with serverless compute
options?
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Module review

In this module you learned about:

v’ Compute services v' Amazon EC2 pricing options
v EC2 instances v AWS Lambda
v’ Instance storage

Next, you will review:

Capstone check-in @ Lab introduction
Knowledge check
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Knowledge check
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Knowledge check question 1

Which of the following are true of AMIs? (Select TWO.)

AMIs can specify the subnets for launch.

AMlIs can include block device mapping that specifies the volumes to attach to the Amazon EC2 instance
when it is launched.

AMlIs can only be obtained from the AWS Marketplace.

You can launch multiple instances from a single AMI.

AMlIs can only be used by users within a single account.




Knowledge check question 1 and answer
Which of the following are true of AMIs? (Select TWO.)

AMIs can specify the subnets for launch.

B AMIs can include block device mapping that specifies the volumes to attach to the Amazon EC2 instance
correct | when it is launched.

AMlIs can only be obtained from the AWS Marketplace.

D

correct You can launch multiple instances from a single AMI.

AMlIs can only be used by users within a single account.




Knowledge check question 2

In the instance type name m6g.2xlarge, which aspect of the name indicates the instance family and helps to
determine its best use case?

2xlarge




Knowledge check question 2 and answer

In the instance type name m6g.2xlarge, which aspect of the name indicates the instance family and helps to
determine its best use case?

A
correct

2xlarge

m




Knowledge check question 3

Which of the following are true statements regarding Lambda? (Select TWO.)

Functions currently only support Python.

You are responsible for updating and patching Lambda servers.

Functions can be allocated up to 10 GB of memory.

Functions can run for a maximum of 15 minutes.

Functions require a security group.




Knowledge check question 3 and answer

Which of the following are true statements regarding Lambda? (Select TWO.)

Functions currently only support Python.

You are responsible for updating and patching Lambda servers.

C :

correct | FUNCtions can be allocated up to 10 GB of memory.
D : : :

correct Functions can run for a maximum of 15 minutes.

Functions require a security group.






Internet gateway

Destination
10.0.0.0/16
0.0.0.0/0

Target
local

igw-021345abcdef67

Destination

10.0.0.0/16

Target

local

0.0.0.0/0

nat-abcdef01234567




Lab tasks

Task 1:

Task 2:

Task 3:

Task 4:

Task 5:

Task 6:

Task 7:

Create an Amazon VPC in a Region.

Create public and private subnets.

Create an internet gateway.

Route internet traffic in the public subnet
to the internet gateway.

Create a public security group.

Launch an Amazon EC2 instance into a
public subnet.

Connect to a public instance via HTTP.

Task 8:

Task 9:

Task 10:

Task 11:

Task 12:

Optional
Task 1:

Optional
Task 2:

Connect to the Amazon EC2 instance in the
public subnet.

Create a NAT gateway and configure
routing in the private subnet.

Create a security group for private
resources.

Launch an Amazon EC2 instance into a
private subnet.

Connect to the Amazon EC2 instance in the
private subnet.

Test connectivity to the private instance
from the public instance.

Retrieve instance metadata.

193



End of Module 4



AWS

Storage



What type of storage are you or your teams using
in your environments? Choose all that apply.

A. Block storage
B. File storage
C. Object storage

D. | don’t know
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Module overview

e Business requests

e Storage services

e Amazon Simple Storage Service (Amazon S3)
e Shared file systems

e Data migration tools

e Present solutions

e Capstone check-in

e Knowledge check
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The storage team lead needs to know:

e \What are some services to consider when
looking at block, file and object storage?

e How do we choose the right object storage
solution for my use case?

e What are some file-based options for building
secure and scalable storage in the AWS Cloud?

e How can we move lots of data to the cloud in a
relatively short time period?
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Storage services

“What are some services to consider when looking at block, file and
object storage?”



Raw storage. Data organized as an Unrelated data blocks managed by a Stores Virtual containers that

array of unrelated blocks. file (serving) system. Native file encapsulate the data, data
system places data on disk. attributes, metadata and Object IDs.

Examples: Hard disk, Storage Area Examples: Network Attached Examples: Ceph, OpenStack Swift
Network (SAN), storage arrays Storage (NAS) appliances, Windows
file servers




Amazon Elastic
Block Store
(Amazon EBS)

Amazon Elastic
File Service
(Amazon EFS)

FS%

Amazon
FSx

Amazon Simple
Storage Service
(Amazon S3)

E

Amazon S3
Glacier




Amazon S3

“How do we choose the right object storage solution for my use case?”



Accelerate innovation Increase agility Reduce cost Strengthen security




Amazon S3 use cases

Use Amazon S3 when
you have:

e Large number of users
accessing your
content

e Growing data sets

e Data you will write
once and read many
times

Tl 000
[ I 00—
| | o—
Backup and Data lakes for
restore analytics

000
O = aﬁl”
[ — L L4
=0 C R
Media storage Static website

and streaming

h

Archiving and
compliance
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Buckets and objects

e Amazon S3 stores data
as objects within
buckets.

e An object includes a
file and any metadata
that describes the file.

e You can control access
to the bucket and its
objects.

Amazon S3
| I 1
Bucket with — Bucket
objects
Object Prefix
A

https://my-bucket.s3.amazonaws.com/2006-03-01/pup.jpg

\ l \

| |
Bucket Object key
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Securing objects



Amazon S3 access control

Default

A

Owner

oy |

— Private
Anyone
else
(=l === (= = = =] oooo
Ol 2] L2,

83

M

Public

A

Owner

I

Public

A

User A

A

User B

Access policy

A

Owner

AN

hq

Controlled

dCCessS
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Amazon S3 Access Control Lists (ACLs)

e Amazon S3 access control lists (ACLs) help you
manage access to buckets and objects.

e Each bucket and object has an ACL attached to it.

e The ACL names which AWS accounts or groups are
granted access and the type of access.

e Only use ACLs in unusual circumstances where you
need to control access for each object individually.

Bucket policies are a
preferred method for
controlling access to your
buckets and objects.
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": "*",

Action": [ Bucket policy in

"s3:ListBucket", JSON format

"s3:GetObject",
]

"Resource": [

"arn:aws:s3:::doc-example-bucket",
"arn:aws:s3:::doc-example-bucket/*"







Amazon S3 Access Points

GetObject

Bucket
policy

XL

-

Each access point has: @ 5

e a unique DNS name

and Amazon Resource ATy D e
Name (ARN) IAM role point
e distinct permissions
v
and network controls v
X

Access Point
policy

-

doc-example-bucket

/finance

/sales

/marketing

/tax

~

=/

ARN: arn:aws:s3:us-west-2:123456789012:accesspoint/finance
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Choose how you encrypt objects in your S3 buckets:

Amazon S3-Managed Keys
(SSE-S3)

Amazon S3 manages a
primary key used to create
encryption keys for each
object.

AWS KMS keys
(SSE-KMS)

You use AWS Key
Management Service (AWS
KMS) to manage your
encryption keys.

Customer-Provided Keys
(SSE-C)

You manage the keys and
Amazon S3 manages the
encryption.




Storing objects



Amazon S3 storage classes

Higher cost, frequent access Lower cost, infrequent access

&

() Q * S5k

S3 Standard S3 Standard-IA S3 One Zone-1A S3 Glacier Instant  S3 Glacier Flexible S3 Glacier Deep
Retrieval Retrieval Archive

* Active, * Infrequently * Re-creatable, * Archived data * Objects with * Archive data not
frequently accessed less accessed that needs fast unpredictable likely to be
accessed data objects data restore times restore needs restored

* Milliseconds to * Milliseconds to * Milliseconds to * Milliseconds to * Minutes to hours * 12 hours or less
access access access restore to restore to restore

S3 Intelligent-Tiering — Data with unknown or changing access patterns. Milliseconds to access.
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S

S3 Intelligent-Tiering

Delivers automatic
storage cost savings in
three low latency and
high throughput access

tiers when access

patterns change.




Amazon S3 Glacier storage class benefits

Cost-Effective storage
Lowest cost for specific data access patterns.

Flexible data retrieval
Three storage classes with variable access options.

e Secure and compliant

Encryption at rest, AWS CloudTrail integration, and
retrieval policies.

Scalable and durable

Meets needs from gigabytes to exabytes with 11 9s
of durability

S3 Glacier Instant
Retrieval

S3 Glacier Flexible
Retrieval

S3 Glacier Deep

Archive
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Amazon S3 Glacier archives and vaults

e Group archives

together in a vault of El/
your choice. . « E'/

e Manage vaults using
the AWS CLI (using the

REST API) or an AWS Audit archive Vault Lock
SDK. T
 Manage and protect &0 Auditvaul
your vaults with — _hl
features like Vault —
Lock. :®

Audit.log
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Versioning-enabled
% bucket

Version ID: 131313

Versioning-
enabled bucket

/ersion '_ 13131:

Version ID: 121212

DELETE
ID: 131313

n Object key:
document.txt

. Object key:
document.txt




Lifecycle policies

Use S3 Lifecycle polices to transition objects to another storage class. S3 Lifecycle rules
take action based on object age. Here’s an example:

/

1.
2.

Move objects older than 30 days to S3 Standard-IA.

Move objects older than 365 days to Amazon S3 Glacier Deep Archive.

\

L]
365 days *

> AN
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&

Amazon S3

Replication

Automatic,
asynchronous copying of
objects across S3 buckets

> B

> B

i)




Additional
Amazon S3 features






Amazon S3 Transfer Acceleration

e Move data
faster over

long distances.

e Reduce
network
variability.

E AWS Cloud

; Internet .
Any file type

u U S3 bucket

Instead...
E AWS Cloud
—— Internet Amazon network
> -1 N >

Any file type Nearest S3 bucket

edge location
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Amazon S3 event notifications

An example event notification workflow to convert images to thumbnails:

JPEG image

e Get notifications sent
when events happen
in your S3 bucket. l

e Let AWS manage - :
event monitoring: no Event notification s3:PutObject

v

Ve

polling needed.

Images Lambda Thumbnails
bucket functions bucket
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S

Storage type Requests and Data transfer
retrievals

Management and Replication Versioning
analytics




Shared file systems

“What are some file-based options for building secure and scalable
storage in the AWS Cloud?”



EBS

N—,

Amazon EBS is
usually attached to
one instance

-

Object storage is
not built for file
systems

JC
EFS or FSx
Amazon EFS and

Amazon FSx are ideal
for this task




Amazon EFS

e Choose o
Amazon EFS for
a scalable and
elastic file
system.
Connect using Instance Instance Instance
the NFSv4 L J
protocol. =) =
Access file Mount Target Mount Target Mount Target
systems across ‘
EC2 instances g
at the same \j
HME: File system
fs-12345678
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Amazon EFS benefits

/EFS uses burst throughput\

mode to scale throughput
based on your storage use.

Additionally, you can provision
throughput independent of

\ storage. /

/EFS automatically grows and\

shrinks file storage without
provisioning.

Monitoring is not required to

avoid storage limits.

EFS managed file systems
lower your total cost of
ownership (TCO). Pay only for
what you use.

Save on cost with EFS
Infrequent Access or One
Zone storage types.

229



Amazon FSx

Launch, run, and
scale high-
performing file
systems on AWS.

Use familiar and
feature-rich
products without
managing hardware
provisioning,
patching, and
backups.

Amazon FSx for
Windows File Server

Amazon FSx for
Lustre

Amazon FSx for
NETapp ONTAP

Amazon FSx for
OpenZFS
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Data migration tools

“How can we move lots of data to the cloud in a relatively short time
period?”



AWS data migration tools

AWS
Storage
Gateway

Sync files with SMB,
NFS, and iSCSI
protocols from on-
premises to AWS.

Online

AWS
DataSync

Sync files from on-
premises file storage to
an Amazon EFS file
system or S3 bucket.

AWS
Transfer
Family

Transfer files into and
out of Amazon S3
with SFTP protocol.

Offline

AWS Snow
Family

Move terabytes to petabytes of
data to AWS using appliances
designed for secure, physical

transport.
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AWS Storage Gateway

AWS Storage Gateway is a service that gives your
applications seamless and secure integration

between on-premises environments and AWS
n storage.

It provides you low-latency access to cloud data
with a Storage Gateway appliance.
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Storage Gateway types

Amazon S3 Amazon FSx File Tabe Gatewa Volume Gatewa
File Gateway Gateway P ! '

Native file access to Amazon Native access to Amazon Virtual tape library using Block-level backups of
S3 for backups, archives, FSx for Windows File Server  Amazon S3 archive tiers for volumes with Amazon EBS
and ingest for data lakes. for on-premises group file long-term retention. snapshots, AWS Backup

shares and home integration, and cloud

directories. recovery.

234



Transfer
protocol

_lk
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NFS, SMB

=

ISCSI VTL
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AWS DataSync

Transfer data
over the WAN
using purpose-
built protocol

Deploy

1 on-premises
DataSync agen

On-premises

vV

3

E_:_f - NFS ——l

1
N
N

TLS

AN
/

DataSync

Shared agent

file systems

Write or read data

from AWS storage
services

Region

DataSync

N

VvV

Manage from

console or CLI

AWS storage
resources

Amazon S3

K

Amazon EFS
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AWS Snow Family service models

AWS Snowcone

Snowcone is a small,
rugged, edge
computing and data
storage product.

A
—~—

AWS Snowball
Edge

4

computing and data

by the AWS Snowbal

service.

Snowball Edge is an edge

transfer device provided

/

SR

ik
b,k T

AWS Showmobile

Snowmobile is the first
exabyte-scale data
migration service to move
very large datasets from
on premises to AWS.

. /
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Snowcone Snowball Edge Snowball Edge Compute Snowmobile
Storage Optimized Optimized

Up to 24 TB, ‘ Up to petabytes,

online and offline offline L0 @EIRIDS, @il

Migration size

Rugged 8.5 G impact cases that are rain and dust 45-foot container,
resistant, E Ink label for shipping automation scheduled delivery
Encryption, security staff,
Security 256-bit encryption, tamper detection GPS tracking, video
surveillance, alarms

Usable storage 8 TB HDD 80 TB HDD 42 TB HDD 100 PB HDD
8 14 TB SSD 1 TB SSD 7.68 TB SSD No SSD option
DataSync agent Pre-installed - - -

4 vCPU, 4 GB RAM 40 vCPU, 80 GB RAM 52 vCPU, 208 GB RAM
Onboard computing AWS loT Greengrass functions
options Amazon EC2 AMIs

Portable or mobile Battery-based
operation

use
: 5 to 10 nodes




Snowcone and Snowball Edge process

1. Create job.

2. Collect and process
data.

3. Ship device to AWS.

4. Move data to
Amazon S3.

5. Secure device
erasure.

AWS Management
Console

/"__:l,_""__""""\
/ \

| —

AWS Snowcone

or

AWS
Snowball Edge

\\_________i_________/
LI

s

S3 bucket

°®

Secure erase
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Review



Consider how you would answer the
following:

e \What are some services to consider when
looking at block, file and object storage?

e How do we choose the right object storage
solution for my use case?

e What are some file-based options for building
secure and scalable storage in the AWS Cloud?

e How can we move lots of data to the cloud in a
relatively short time period?
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Module review

In this module you learned about:

v’ Storage services v’ Shared file systems
v’ Amazon S3 v’ Data migration tools

Next, you will review:

Capstone check-in
Knowledge Check
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Knowledge check
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Knowledge check question 1

Which of the following Amazon S3 features would you use to automatically copy new objects to a bucket in a
different AWS Region?

Same-Region Replication (SRR)
Amazon S3 Versioning

AWS DataSync

Cross-Region Replication (CRR)




Knowledge check question 1 and answer

Which of the following Amazon S3 features would you use to automatically copy new objects to a bucket in a
different AWS Region?

Same-Region Replication (SRR)

Amazon S3 Versioning

AWS DataSync

D

correct | Cross-Region Replication (CRR)




Knowledge check question 2

Which Amazon S3 feature can force an action to occur after an event takes place within a bucket?

Invoking

Event notification

Lambda

Alarm




Knowledge check question 2 and answer

Which Amazon S3 feature can force an action to occur after an event takes place within a bucket?

Invoking

B

Event notification
correct

Lambda

Alarm




Knowledge check question 3

You have two Linux applications in different Availability Zones that must share a common file system. Which of the
following is the best solution for this use case?

Storage Gateway

FSx for Windows File Server

Amazon S3

Amazon EFS




Knowledge check question 3 and answer

You have two Linux applications in different Availability Zones that must share a common file system. Which of the
following is the best solution for this use case?

Storage Gateway

FSx for Windows File Server

Amazon S3

D

Amazon EFS
correct




Memory Gateway

Tape Gateway

Volume Gateway

Amazon EBS File Gateway

Amazon S3 File Gateway

Amazon S3 Glacier File Gateway




Knowledge check question 4 and answer

Which of the following are modes available in the Storage Gateway appliance? (Select THREE.)

Memory Gateway

B
correct

C
correct

Tape Gateway

Volume Gateway

Amazon EBS File Gateway

E

Amazon S3 File Gateway
correct

Amazon S3 Glacier File Gateway




AWS

Database Services

Lab 3



Which database technologies have you
used in your workloads? (Select all that

apply.)

A. Relational databases

B. Nonrelational databases
C. Database caching

D. Database migration tools

E. None of these
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Module overview

e Business requests

e Database services

e Amazon Relational Database Service (Amazon RDS)
e Amazon DynamoDB

e Database caching

e Database migration tools

e Present solutions

e Capstone check-in

e Knowledge check

e Lab 3: Create a database layer in your Amazon VPC infrastructure
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The database services manager wants to know:

What are the AWS database solutions?

How can we more efficiently manage our
relational databases in the cloud?

How can we build a scalable key-value NoSQL
database?

How can we cache databases in the cloud to
maximize performance?

What tools are available for migrating an
existing database to the AWS Cloud?
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Database services

“What are the AWS database solutions?”



AWS database services

Amazon Relational Database Amazon Aurora
Service (Amazon RDS)

Amazon DocumentDB Amazon Amazon ElastiCache Amazon MemoryDB for
(with MongoDB compatibility) DynamoDB Redis

Amazon Keyspaces Amazon Timestream Amazon Neptune Amazon Quantum Ledger
(for Apache Cassandra) Database (Amazon QLDB)
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Relational (SQL) databases Nonrelational (NoSQL) databases

: Key-value, wide-column, graph,
Data storage Tables with rows and columns y grap
document, or other models

Schemas Fixed Dynamic

Example K_7 _
' (]

services Amazon RDS Aurora DynamoDB ElastiCache




Relational database

You require strict schema rules and data
quality enforcement.

Your database doesn’t need extreme
read/write capacity.

If you have a relational data set that does
not require extreme performance, a
relational database management system
can be the best, lowest effort solution.

Nonrelational (NoSQL) database

You need your database to scale horizontally.

Your data does not lend itself well to
traditional schemas.

Your read/write rates exceed those that can
be economically supported through a
traditional SQL database.




Managed and unmanaged services

=

Database installed on
EC2

Application optimization

Scaling

High availability

Database backups

Database software patches

Database software installs

OS patches

dWsS -

OS installation

Server maintenance

Rack and stack

Power, HVAC, networking

— You

- dWS

\/‘7

Managed database
on Amazon RDS
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Amazon RDS

“How can we more efficiently manage our relational databases in the
cloud?”



Hardware, OS, and
database software
deployment and
maintenance

Built-in monitoring

Data encryption at rest
and in transit

Industry compliance

Automatic Multi-AZ data
replication

Compute
and storage scaling

Minimal application
downtime




Amazon RDS database engines

Amazon RDS

"8 (8 "8 [8 g [E
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Availability Zone 1

Availability Zone 2

]

Primary DB
instance

Synchron'izing data

Standby DB
instance




Availability Zone 1

Availability Zone 2

&

Primary DB
failure

Promoted to
primary

(]

New
standby

N

Synchron'izing data




Read replicas

With read replicas, you
can:

e Horizontally scale for
read-heavy workloads

e Offload reporting

e Replicate across AWS
Regions

Application
tier

Database tier

Primary DB instance

L

Asynchronous
replication

N/

Read replica

Read/write

Read only
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Secure network access

Protocol Port range Source
Corporate address admins
0 TCP 3306 172.31.0.0/16
Controlled o
through Amazon TCP 3306 “Application
VPC security 6 ) \L security group”

N

groups S
‘ I Application tier
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Resource-level role permissions

{

"version'": "2012-10-17",
"Statement": [

{

"Sid": "AllowCreateDBInstanceOnly",

"Effect": "Allow",

"Action": "rds:CreateDBInstance",

"Resource': [

"arn:aws:rds:*:123456789012:db:test*",

1,
"Condition": {
"StringEquals": {
"rds:DatabaseEngine":
"rds:DatabasedClass":

arn:aws:rds:*:123456789012:0g:default*",
arn:aws:rds:*:123456789012:pg:default*",
arn:aws:rds:*:123456789012:subgrp:default*"

llmysq'l 4] :
"db.t2.micro"

88%

Database administrators
and operations

|

Amazon
RDS

Amazon RDS
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Data encryption at rest

e Managed by AWS KMS

e Unique data key
encrypts your data

o AWS KMS key
encrypts data keys

e Available for all RDS
engines

(encrypt)

4

AWS KMS keys ‘ @3 \

Data
keys

Amazon RDS
instance 1

;

Amazon RDS
instance 2

Amazon RDS
instance 3

271



Performance Availability Highly Fully
and scalability and durability secure managed




DB copies
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DB copies

Cluster volume
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Starts up on Only pay for what No application impact
demand you use when scaling




Amazon DynamoDB

“How can we build a scalable key-value NoSQL database?”



Performance at scale No servers to manage Enterprise ready




Primary Key Attributes

Userld GamerTag Level Points High Score Plays




“Hammer57” “2021-09-15:17:24:31” “Gold”

“FluffyDuffy” “2021-10-22:23:18:01” “Platinum”

“NewPlayer” “2021-10-22:23:22:01” “Free”




DynamoDB use case 2

ecommerce application

N

N
v

N

Web store Product Order processing
(L inventory

N
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DynamoDB tables

e Mandatory
key-value
access pattern

e Partition key
determines
data
distribution

e Sort key
permits rich

query
capabilities

ltem

Composite primary key

Partition Key

Sort Key
(Optional)

Table name: Actors

Actor

Tom Hanks

Tim Allen

Role

Chuck Noland

Year

Buzz Lightyear 1995

Genre

Height

5I 10”

Attributes

281



DynamoDB capacity and scaling

DynamoDB has two options for managing capacity:

e DynamoDB measures
read capacity in read

capacity units (RCUs). On-Demand Provisioned

e Read requests for up to

a4 KBitem

e DynamoDB measures i Use auto

write capacityinwrite | - n [ | [ 1 Sfﬁlmtg 0
: : adjust your
capacity units (WCUs). provisioned
e Number of write capacity to
requests per second for IJ match demand

up to a1 KB item Pay-per-request on Set maximum RCUs
reads and writes and WCUs
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Eventually consistent read Strongly consistent read
Uses 0.5 read capacity unit Uses 1 read capacity unit

Availability Zone o Availability Zone

Availability Zone o Availability Zone




DynamoDB global tables

Global tables automate replication across Regions.

: |
l
: |
: Replica (B, A== Replica |
o A O0—
| us-west-2 \ 5 o—/ ap-northeast-3 |
|
I N N I
l
|
|
|
|
: l
: o— |
S O P2 l
I 28\ O— S
| o—1 |
|
: Replica |
: af-south-1 :
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Database caching

“How can we cache databases in the cloud to maximize performance?”






CACHE CACHE
CACHE CACHE




Common caching strategies — Lazy loading

1. Data request to the
cache by the
application

2. Cache miss
3. Missing data
requested by the

application from the
database

4. Data returned from

the database E

5. Returned value
written to the cache
by the application

Application
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Common caching strategies — Write-through

1. Application writes
data to the database

2. Application also
writes data to the

cache

Application

Database
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Managing your cache

Cache validity Managing memory

To minimize stale data, you can add a time to live

(TTL) value to each application write.

Application servers

N

X

CACHE CACHE CACHE CACHE

Cache nodes

0

Database

When your cache memory is full, your cache evicts
data based on your selected eviction policy. Eviction

policies can evaluate any combination of the
following:

Least

Least frequently
recently used

used

—a
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Extreme performance Fully managed Easily scalable




ElastiCache engines

[@

ElastiCache for

[‘@'] ElastiCache for

Memcached Redis
Simple cache to offload database burden Yes Yes
Ability to scale horizontally for writes and storage Yes Yes
(when using cluster mode)

Multi-AZ deployments Yes Yes
Multi-threaded performance Yes

Advanced data types Yes
Sorting and ranking data sets Yes
Publish and subscribe capability Yes
Backup and restore Yes
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DynamoDB Accelerator (DAX)

VPC

e A fully managed,

highly available cache 52 bax cluster
for DynamoDB @ — (oo
e Can deliver
microsecond response Your .
. i i X CACHE CACHE
times application
e Can scale to millions = - DynamoDB
of read requests per — CACHE | - [ CACHE
DAX client

second J L
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Database migration tools

“What tools are available for migrating an existing database to the AWS
Cloud?”



AWS Database Migration Service

AWS Database Migration Sl AWS Cloud
Service (AWS DMS)

e Heterogeneous
database migrations

Internet AWS DMS

e Database
consolidation

e Continuous data
replication |

e Can pointtoa
database, Amazon S3, 8
Snowball Edge, or

other services 8

Application users
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AWS Schema Conversion Tool

Source Databases Target Databases on AWS

Oracle Database

Oracle Data Warehouse MySQL

Azure SQL PostgreSQL

SQL Server Oracle

Teradata e —_— Amazon Redshift
IBM Netezza DynamoDB
Greenplum RDS for MySQL
HPE Vertica AWS Schema Aurora MySQL
MySQL and MariaDB Conversion Tool (AWS RDS for PostgreSQL
PostgreSQL SCT) Aurora PostgreSQL
Aurora

IBM DB2 LUW

Apache Cassandra
SAP ASE
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Review



Consider how you would answer the
following:

What are the AWS database solutions?

How can we more efficiently manage our
relational databases in the cloud?

How can we build a scalable key-value NoSQL
database?

How can we cache databases in the cloud to
maximize performance?

What tools are available for migrating an
existing database to the AWS Cloud?
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Module review

In this module you learned about:

v’ Database services v’ Database caching
v' Amazon RDS v’ Database migration tools
v' Amazon DynamoDB

Next, you will review:

Capstone check-in @ Lab introduction
Knowledge check
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Knowledge check

g



Knowledge check question 1

What is a benefit of using Amazon RDS in a Multi-AZ configuration?

It delivers two live copies of the database running concurrently.

It provides automatic failover across Availability Zones.

It provides automatic cross-Region replication.

It eliminates the need for read replicas.




Knowledge check question 1 and answer

What is a benefit of using Amazon RDS in a Multi-AZ configuration?

It delivers two live copies of the database running concurrently.

It provides automatic failover across Availability Zones.

B
correct

It provides automatic cross-Region replication.

It eliminates the need for read replicas.



Knowledge check question 2

What type of ElastiCache installation offers sorting and ranking capabilities for data sets?

ElastiCache for Redis

DAX

Lazy loading

ElastiCache for Memcached




Knowledge check question 2 and answer

What type of ElastiCache installation offers sorting and ranking capabilities for data sets?

A

ElastiCache for Redis
correct

DAX

Lazy loading

ElastiCache for Memcached




Knowledge check question 3

Which of the following is true regarding DynamoDB global tables?

Tables are updated manually or through automation tools.

Only two tables are active at one time.

You can select different instance sizes to adjust performance.

Tables can be in different AWS Regions.




Knowledge check question 3 and answer

Which of the following is true regarding DynamoDB global tables?

Tables are updated manually or through automation tools.

Only two tables are active at one time.

You can select different instance sizes to adjust performance.

D

Tables can be in different AWS Regions.
correct




Knowledge check question 4

Which of the following is true regarding an Aurora database?

Nine copies of the data are stored across three Availability Zones.

Aurora has a limit of five replicas.

Aurora is compatible with MySQL or PostgreSQL.

Multi-AZ deployments are not required for high availability.




Knowledge check question 4 and answer

Which of the following is true regarding an Aurora database?

Nine copies of the data are stored across three Availability Zones.

Aurora has a limit of five replicas.

Aurora is compatible with MySQL or PostgreSQL.

C
correct

Multi-AZ deployments are not required for high availability.







Application Load
Balancer

Target group

2]



Lab tasks

Task 1: Install an RDS DB instance.

Task 2: Create an Application Load Balancer.

Task 3: Define load balancer targets and rules.

Task 4: Test connectivity to Amazon EC2 through the load balancer.

Task 5: Test connectivity to the RDS DB instance using the console.
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End of Module 6



AWS

Monitoring and Scaling

Lab 4



What factors impact your decisions for making
your workloads scalable?

A. Cost

B. Usage patterns

C. Expected growth

D. Criticality of workload

E. All of the above
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Module overview

e Business requests
e Monitoring

e Alarms and events
e Load balancing

e Auto scaling

e Present solutions

e Capstone check-in
e Knowledge check

e Lab 4: Configure high availability in your Amazon VPC
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The operations manager needs to know:

e \What tools and services are available to monitor
and log activity in my AWS accounts?

e How can we set thresholds and be alerted to
changes in our infrastructure?

e How do we add high availability to our Amazon EC2

workloads and distribute traffic across multiple
targets?

e How can we dynamically increase and decrease
capacity to meet changing demand?
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Monitoring

“What tools and services are available to monitor and log activity in our
AWS accounts?”



Get operational Collect data at every Improve resource Automate and manage
visibility and insight. layer of the optimization. evidence collection,
performance stack. security, and integrity.




CloudWatch
Collect Monitor Respond Analyze




CloudWatch metrics

Metric: AWS/EC2 CPUUtilization
Instance ID: i-abcdef01234567890

e Metrics are data

about system Percent

performance. ® 75%
e CloudWatch 50%

ingests and tracks 4 ¢

metrics SO you can O ® 25%

s.earclfn and oo

visualize data. o

1:10 1:15 1:20 1:25

Time
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Types of logs

Amazon CloudWatch
Logs AWS CloudTrail VPC Flow Logs Custom logs

Monitor apps using log Track user activity and Capture information about IP  Store custom logs generated
data, store, and access API usage. traffic to and from network from your application
log files. interfaces. instances.
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5
o)

server.log ServerLog-ErrorCount

Number of errors found in
server.log

server.log



AWS CloudTrail

e Log and monitor
account activity across

your AWS
infrastructure.

e Record API call
interactions for most
AWS services.

e Automatically push
logs to Amazon S3.

Who shut down
a specific
instance

\_ J

What activities
were denied due
to lack of
permissions

CloudTrail helps you understand
events in your accounts.

Who changed a
security group
configuration

. J
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Example: CloudTrail log (1 of 4)

{
"Records": [{

"eventversion": "1.0",

“userIdentity”: { Who made the request?
"type": "IAMUser",
"principalId"”: "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
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requestParameters : What was the focus of the
request?

Tnstancelc




eventTime

When did the request
occur?

eventName": "StopInstances"”, What was the API call?
L R
awsRegion": "us-west-2", Where did it occur?




Example: CloudTrail log (4 of 4)

"responseElements": { What was the response?

"instancesSet": {
"1tems": [{
"instanceId": "i-abcdefg01234567890",

"currentState": {

"code": 64,
"name”: "stopping"
¥,
"previousState": {
"code": 16,
"name": "running"
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VPC Flow Logs

Source
Capture IP traffic
information Public subnet
going to and
from VPC
network ]
interfaces. :
EC2 instance Elastic network
interface

B —

VPC Flow Logs

Destination

—)

CloudWatch CloudWatch
Logs
——~> | zIP

Amazon S3 Zip file
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VPC Flow Logs
AWS account

Elastic network interface ID

Time in Unix seconds;
number of packets and bytes
transferred

Action taken based on security
group or network ACL

Version pi

Interface ID eni-04b10a1942977452f

N

Action ACCEPT



Alarms and events

“How can we set thresholds and be alerted to changes in our
infrastructure?”



CloudWatch alarms

|ldentify the CloudWatch metric.

Create your alarms based on metrics.

Define the actions to take when your
metric’s threshold is exceeded.
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OK ALARM INSUFFICIENT
DJAYJAN

Threshold not exceeded Threshold exceeded Not enough information



Alarm components

Instance ID Statistic Datapoints to alarm

CPUUtilization i-abcdef012345 Average 5 minutes 2 of 2

100%
©- 0000 00
@ 75%
°ALARI\/I

o
It - 50%

Al AENEEE N EEEEEANEPV «EEEERF EEEEEEENEEN. EEEEEEEEEENERN 25%

JU32J3d

Value

mmm® Threshold ? 0%

1:05 PM 1:10PM  1:15PM 1:20 PM 1:25 PM

Time
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Amazon EventBridge

Amazon CloudWatch
Events is now part of
Amazon EventBridge.

Monitoring

EventBridge can:

e Send messages to
respond to the
environment.

e Activate functions or
initiate actions.

e Capture state
information.

CloudWatch

Monitor AWS services,
or your applications and
systems.

EventBridge

Manage events and
alarms. Initiate an

automated workflow.
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Example: CloudWatch alarm automated response

EC2 instance

Metric data
\

/

CloudWatch metric:

CPUUtilization

O
ool —

CloudWatch alarm:
CPUAbove90Percent

Amazon Simple
Notification Service
(Amazon SNS) topic

VvV

EventBridge

A\

2 =
V]

|

Email to
application team

T

ME

ooao|:

API destination:
Third-party
monitoring tool
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Load balancing

“How do we add high availability to our Amazon EC2 workloads and
distribute traffic across multiple targets?”



Ellf

Internet or Load balancer (hardware
private or software)
network




Elastic Load Balancing (ELB)

e Automatically
distributes traffic
across multiple
targets

e Provides high
availability

e |ncorporates security
features

e Performs health
checks

Clients
(users)

&
N

Instance

Load

balancer

N
Vd

Instance

A
\

Instance

AN
/

Instance
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Application Load Balancer Network Load Balancer
HTTP and HTTPS g TCP and UDP

Flexible application management Extreme performance and static IP
Advanced load balancing of traffic Load balancing of TCP traffic
Operates at the application layer (Layer 7) Operates at the transport layer (Layer 4)

Gateway Load Balancer
P

Flexible application management
Advanced load balancing of traffic

Operates at the network layer (Layer 3)




Load balancer

Target group 1 Target group 2




Application Load Network Load Gateway Load
Balancer Balancer Balancer

Health checks Yes Yes Yes

CloudWatch metrics Yes Yes Yes
Logging Yes Yes Yes

s5L offtoading e o |

Feature




Auto scaling

“How can we dynamically increase and decrease capacity to meet
changing demand?”



AWS Auto Scaling

Provides application scaling for multiple resources across services, in short intervals

---------------- .7
p - gﬁ ese ! 000
— = - 0— —
& LY : —
e &1 —_—
AWS Auto Scaling Explore your Discover what Choose what Track scaling as
application. you can scale. to optimize. it happens.
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Instance
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Instance

%

Load balancer
(optional) @

Auto scaling
group
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Elasticity: Scaling in and out (1 of 6)

Infrastructure
cost S

Predicted demand

Time

348



Elasticity: Scaling in and out (2 of 6)

Infrastructure
cost S

Large capital Key:
expenditure

Predicted demand

Traditional hardware

Time
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Elasticity: Scaling in and out (3 of 6)

Infrastructure 1
]
cost S i
]
]
1
1
1
1
l’
—
I Key:
J .
] Predicted demand
1
’l
,"\\ /] Traditional hardware
II N 'I
II s~ m——— Actual demand
o N /
’ N
,,/ ~oL/
/’
// Time
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Elasticity: Scaling in and out (4 of 6)

Infrastructure
cost S

Key:

Opportunity Predicted demand
Cost

Traditional hardware

SS
4
V4
l\g....... —

ARG Actual demand

Time
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Elasticity: Scaling in and out (5 of 6)

Infrastructure
cost S
Lost opportunity
/4
'I
] Predicted demand
1
’l
P ! Traditional hardware
Y 4 \\ ,’
] \\,
II """ Actual demand
,f—\\ /
,,/ ~oL/
/’
,/ Time
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Elasticity: Scaling in and out (6 of 6)

Infrastructure
cost S

Predicted demand

Traditional hardware

""" Actual demand

S—— Elastic cloud resources

Time
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Amazon EC2 Auto Scaling components

Amazon EC2 Auto
Scaling group

Launch templates Auto scaling policy

\ \ \

What resources do you Where and how many When and for how long
need? do you need? do you need them?
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Launch
parameters

Instance type

EBS volume

Amazon Machine Image (AMI)

Elastic network interfaces

User data




Group capacity

_#

e Choose the VPC and Minimum Maximum
subnets for your . : I
Amazon EC2 Auto Desired capacity
Scaling group. l \
Minimum Scale out as needed

e Set minimum and
maximum number of

l \
instances allowed. / /
7%/

e Launch or terminate |
instances to meet
capacity demands.

Maximum
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Invoke Amazon EC2 Auto Scaling

Auto Scaling policy
Invoke scaling with: |

* Health status checks l l l --------------- l --------------- l
* CloudWatch alarms

 Schedules 7/ 7/
/7 /7
|

* Manual scaling

As needed

Auto Scaling group
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Invoke scaling with CloudWatch alarms

O
CloudWatch S

[
0ol

CloudWatch alarm

Email notification

Metrics
Resources that use

CloudWatch

|

|

|

|

! CPU-Percent

> Read throughput
:

|

|

|

A\

Write throughput

Auto Scaling

O/Ii group

Your custom data

Y

=

Statistic
consumer

AWS Management
Console
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Easiest to use

For general scaling

(%]
ge!
@©
O
~
| -
(@)
S
£
o)
©
=
9
o
Q
| -
o
| -
(@)
L

Ay1pede) Jo peo

No need to manually adjust rules



On-Demand Instances Savings Plans Spot Instances

Spiky workloads, to Committed and Fault-tolerant, flexible,
define needs steady-state usage stateless workloads




Review



Consider how you would answer the
following:

e \What tools and services are available to monitor
and log activity in our AWS accounts?

e How can we set thresholds and be alerted to
changes in our infrastructure?

e How do we add high availability to our Amazon EC2
workloads and distribute traffic across multiple
targets?

e How can we dynamically increase and decrease
capacity to meet changing demand?
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Module review

In this module you learned about:

v Monitoring v’ Load balancing
v Alarms and events v’ Auto scaling

Next, you will review:

Capstone check-in @ Lab introduction
Knowledge check
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» Iy

, Application
Load Balancer
Internet a
gateway

App servers

R 7

-

"4 N

Amazon EFS

@

] Amazon

Aurora

¢
%

App servers
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App servers
, Application -~
Load Balancer e
Amazon EFS
Internet (5) (5}
gateway = Amazon
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App servers




Knowledge check

g



Knowledge check question 1

Which of these is a valid target for an Application Load Balancer?

Amazon EC2 instance

An Availability Zone

An Amazon S3 bucket

VPN connection




Knowledge check question 1 and answer

Which of these is a valid target for an Application Load Balancer?

A

Amazon EC2 instance
correct

An Availability Zone

An Amazon S3 bucket

VPN connection




Knowledge check question 2

You have an application with unpredictable traffic patterns that runs on at least two instances. You want the CPU
utilization to stay at about 75 percent. Which Amazon EC2 Auto Scaling strategy should you choose?

Scheduled

Dynamic

Predictive

Manual




Knowledge check question 2 and answer

You have an application with unpredictable traffic patterns that runs on at least two instances. You want the CPU
utilization to stay at about 75 percent. Which Amazon EC2 Auto Scaling strategy should you choose?

Scheduled

B correct| Dynamic

Predictive

Manual




Knowledge check question 3

What service can invoke actions based on data from account resources and supported third-party management
services?

CloudWatch Logs
EventBridge

CloudTrail

Amazon EC2 Auto Scaling




Knowledge check question 3 and answer

What service can invoke actions based on data from account resources and supported third-party management
services?

CloudWatch Logs

B
correct

EventBridge

CloudTrail

Amazon EC2 Auto Scaling




Knowledge check question 4

Which of the following are valid alarm states in CloudWatch? (Select TWO.)

READY
ALERT

ALARM

INSUFFICIENT_DATA

FAILED




Knowledge check question 4 and answer

Which of the following are valid alarm states in CloudWatch? (Select TWO.)

READY

ALERT

C
correct

D
correct

ALARM

INSUFFICIENT_DATA

FAILED




Knowledge check question 5

Which of the following are use cases for CloudTrail data? (Select TWO.)

Provide real-time observability of AWS resources.

Store log data as a record of account usage.

Log events for a particular service or application.

Capture root login failures.

Collect metric data measuring CPU utilization.




Knowledge check question 5 and answer

Which of the following are use cases for CloudTrail data? (Select TWO.)

Provide real-time observability of AWS resources.

Store log data as a record of account usage.

B
correct

Log events for a particular service or application.

D

Capture root login failures.
correct

Collect metric data measuring CPU utilization.
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Lab tasks

Task 1: Inspect your existing lab environment.

Task 2: Create a launch template.
Task 3: Create an Auto Scaling group.
Task 4: Test your application.

Task 5: Test high availability of your application tier.

Task 6: Configure high availability of the database tier.
Task 7: Make the NAT gateway highly available.

Task 8: Test the high availability of the Aurora database.
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AWS

Automation



Have you used any of these resource provisioning
tools?

A. AWS CloudFormation
B. AWS Elastic Beanstalk
C. Others (for example, Terraform or OpenStack Heat)

D. Not yet
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Module overview

e Business requests

e AWS CloudFormation

e |[nfrastructure management
e Present solutions

e Knowledge check
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The chief technology officer wants to know:

e How can we simplify our cloud infrastructure
build?

e How can we deploy, maintain, and scale
applications in the cloud?
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AWS CloudFormation

“How can we simplify our cloud infrastructure build?”



Infrastructure as code (laC)

e Replicate, redeploy,
and repurpose.

e Control versioning on

infrastructure and g_
applications. 0
e Detect drift. .
Architecture
e Roll back the service template

to the last good state.

» {0 —

laC Solution

Security group

EC2 instances
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Benefits of 1aC — Reusability

aﬁﬁ Load aﬁﬁ Load
balancing balancing
Auto Scaling group Auto Scaling group Auto Scaling group Auto Scaling group
O—

O—| Template
n_
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Benefits of 1aC — Updates
Region

Development

a‘lﬁﬁ Load
balancing

! I

Auto Scaling group Auto Scaling group

Security group Security group

T

Region

Production

aﬁﬁ Load
balancing

! I

Auto Scaling group Auto Scaling group

Security group Security group

Updated with new security groups

Template
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AWS CloudFormation

o—|[—1\

— <:/>@
—
L

K J

CloudFormation template

Create template

4

CloudFormation

Upload the
template

CloudFormation
translates to an
APl request

/

LI

Stack

CloudFormation
forms a stack of
resources
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{

"Resources" : {
"HelloBucket" : {
"Type" : "AWS::S3

YAML

Resources:
HelloBucket:
Type: AWS::S3::Bucket

- :Bucket"




Stacks

e A collection of AWS
resources managed as
a single unit

e Can deploy and delete
resources as a unit

e Can update resources
and settings on
running stacks

e Supports nested
stacks and cross-stack
references

Template

Amazon Virtual Private Cloud
(Amazon VPC)

Amazon DynamoDB

Amazon Relational Database
Service (Amazon RDS)

Amazon Elastic File System
(Amazon EFS)

Amazon Elastic Cloud
Compute (Amazon EC2)

AWS Lambda
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Change sets

Create
] change set
C 1L >
010
Original
stack

[

View change

a-A
Oo=-O

set

O-»x

Change set

Optional: Create additional

change sets

>

0-A
O0=0O
O-»x

Change set

Implement
change set

>

CloudFormation
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"AWSTemplateFormatversion'": "version date",
"Description”: "JSON string",
"Metadata": {
template metadata
s
"Parameters': {
set of parameters
s
"Mappings": {
set of mappings
}

onditions": {
set of conditions

+,
"Transform": {

set of transforms

"Resources": {
Required set of resources

3,
"Outputs": {

set of outputs
}




AwSTemplateFormatversion: "2010-09-09"

" Parameters:
EnvType:
Description: Environment type.
Default: test
Type: String
Allowedvalues: [prod, dev, test]

constraintDescription: must specify prod, dev, or test.J

Mappings:
RegionMap:
us-east-1:
AMI: "ami-0ff8a91507f77f867"

Conditions:
CreateProdResources: !Equals [!Ref EnvType, prod]
CreateDevResources: !Equals [!Ref EnvType, "dev"]

Resources:




AwSTemplateFormatversion: "2010-09-09"

Parameters:
EnvType:
Description: Environment type.
Default: test
Type: String
Allowedvalues: [prod, dev, test]
constraintDescription: must specify prod, dev, or test.

Mappings:
RegionMap:
us-east-1:
AMI: "ami-0ff8a91507f77f867"

Conditions:
CreateProdResources: !Equals [!Ref EnvType, prod]
CreateDevResources: !Equals [!Ref EnvType, "dev"]

Resources:




ﬁesou rces: \
EC2Instance:
Type: "AWS::EC2::Instance"
Properties:
ImageId: !FindInMap [RegionMap, !Ref "AwS::Region", AMI]
InstanceType: !If [CreateProdResources, cl.xlarge, !If [CreateDevResources,

ml.large, ml.small]]
MountPoint:

Type: "AWS::EC2::VolumeAttachment"”
Condition: CreateProdResources
Properties:
InstanceId: !Ref EC2Instance
vVolumeId: !Ref Newvolume
Device: /dev/sdh
Newvolume:
Type: "AWS::EC2::Vvolume"
Condition: CreateProdResources
Properties:
Size: 100
Availabilityzone: !GetAtt EC2Instance.Availabilityzone




MountPoint:
Type: "AWS::EC2::volumeAttachment"
Condition: CreateProdResources
Properties:
InstanceId: !Ref EC2Instance
VolumeId: !Ref Newvolume
Device: /dev/sdh
NewVolume:

Type: "AWS::EC2::Volume"
Condition: CreateProdResources
Properties:
Size: 100
Availabilityzone: !GetAtt EC2Instance.Availabilityzone

(7 -
outputs:

InstancelD:
Condition: CreateProdResources
Description: The instance ID
vValue: !Ref EC2Instance




Using multiple templates

A layered architecture

( 1 1
Frontend Web interface, admin interface, analytics dashboard } %% %DD
> T i)
~
Backend S;JIT;:Q:;FS, campaigns, products, analytics, marketing } |:|I__|_I|:|
_ OC10]
f tor —
Shared Sngizisseséccsrr:[morr;Lrjnin|tor|ng or alarms, } e
\ ‘ Y 8Toup OC1C]
f —
Base VPCs, internet gateways, Virtual Private —
network Networks (VPNs), NAT gateways E:II:IEI %I:Il:l
. T d)
( .
Identit Identity and Access Management tl
Y users (IAM) users, groups, roles CIC ]
- OO0
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B & & & Close

— iler ! .
I Resource types p File: 'new.template

» ApplicationAutoScaling
» Applicationinsights »{

» Athena
S3B55WKS EC2EC2F12...

. ASASG2L2PL
» AuditManager Bucket EC2Fleet

AutoScaling...
» AutoScaling “\—T 0~

» AutoScalingPlans
» Backup
» Batch o——

» Budgets ®

» CE }‘

» Cassandra ELBLB4JVVM
LoadBalancer .

» CertificateManager — @9
» Chatbot

‘ Messages | N =]

new.template Choose template language: O JSSON® YAML @ v 5/5/2021, 1:07:22 PM - Successfully converted
the template to YAML.

i hNSTemplatanrmatVer‘sion: 2010-89-89 -
2+ Metadata: .
ERd "AWS::CloudFormation: :Designer’':

4= 6fdBf429-b79c-4b2e-al169-3F287382596¢:

5+ . size:

Components Template




Infrastructure management

“How can we deploy, maintain, and scale applications in the cloud?”



Infrastructure tools

Deployments Management

AWS Elastic AWS Solutions AWS Cloud AWS CloudFormation
Beanstalk Library Development Kit
(AWS CDK)

TFr—n—n—-mmmm———m—_>

Convenience Control

AWS Systems
Manager
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AWS Elastic Beanstalk

e Provisions and & { Your code

operates the Provided by you
infrastructure — UERTE ca ey

e Manages the
application stack for Application server

you

e Shows everything that Language interpreter

is created

Provided and

managed by Elastic 0S
e Automatically scales Beanstalk
your application up Host
and down ~

&
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Elastic Beanstalk web server environment

e Provisions the
necessary AWS
resources

e Provides a unique
domain name, or use
your own

e Supports an EC2
instance or multiple
instances with load
balancing and auto
scaling

http://[yourapp].elasticbeanstalk.com

Amazon
Route 53

Elastic Load
Balancing

Application

NV

vV

Auto Scaling group

Alert
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Elastic Beanstalk worker environment

O

Internet

Elastic Beanstalk application SQS message

Web server environment tier

dlls

Auto scaling CloudWatch

N N
AN\'g vV

N/

SQS queue

SQS message Elastic Beanstalk application

Worker environment tier

403



CloudFormation
Templates

Deployment

Scripts




if (condition) {
// ...code

Template

AWS CDK app
Source code




Provisioning and Configuration Operations and Monitoring
entitlement management compliance management




Review



Consider how you can answer the
following:

e How can we simplify our cloud infrastructure
build?

e How can we deploy, maintain, and scale
applications in the cloud?
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Module review
In this module you learned about:

v Amazon CloudFormation
v’ Infrastructure management

Next, you will review:

Knowledge check

409



Knowledge check

g



Knowledge check question 1

What is a CloudFormation stack?

All of the provisioned resources defined in a CloudFormation template

All of the resources identified as drifted in a CloudFormation template

A condition when resources are added on top of each other

The properties of a single resource




Knowledge check question 1 and answer

What is a CloudFormation stack?

A
correct

All of the provisioned resources defined in a CloudFormation template

All of the resources identified as drifted in a CloudFormation template

A condition when resources are added on top of each other

The properties of a single resource




Knowledge check question 2

Which of the following are benefits of using AWS CDK with CloudFormation? (Select TWO.)

Developers can use common programming languages.
Bulk discounts are automatically applied to resource usage.

Developers can call preconfigured resources with proven defaults.

Components are limited to a single user.

Using AWS CDK does not require an AWS account or credentials.




Knowledge check question 2 and answer

Which of the following are benefits of using AWS CDK with CloudFormation? (Select TWO.)

A
correct

Developers can use common programming languages.

Bulk discounts are automatically applied to resource usage.

C

S Developers can call preconfigured resources with proven defaults.

Components are limited to a single user.

Using AWS CDK does not require an AWS account or credentials.




AWS

Containers



What percentage of your workloads run on
containers?

A. Less than 10 percent
B. 10-50 percent
C. More than 50 percent

D. I’'m not sure
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Module overview

e Business requests
e Microservices

e Containers

e Container services
e Present solutions

e Knowledge check

417



The compute operations manager wants to
know:

e How can we make components of our

applications more independent so changes in
one service will not affect any other?

e \What are the benefits of using containers for
our compute needs?

e What options do we have for managing
containerized applications in the cloud?
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Microservices

“How can we make components of our applications more independent so
changes in one service will not affect any other?”



Web servers

tightly coupled to
application servers




Microservices

Monolithic forum Microservice forum
application application ~ )

9 —> Jusers ———>
User service on AWS Lambda
A \_ J

Availability Zone Availability Zone
p— / ) )
E > [topics ——>
op Topic service on Amazon EC2
. y

Application
Load Balancer

B _

Messages —— /messages — Message service on containers
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Containers

“What are the benefits of using containers for our compute needs?”



Shipping before standardization

423



Standardized unit of storage

424






Reporting Ul

Order
history

Inventory

Sales
history

Reporting Ul
Inventor Sl
Y history
Mailing Sales :
: ] Email
logic history

Server



Bare metal servers

Container Container

ST ( #ees | [ avec ]

S
Server hardware Server hardware Server hardware




Containers on AWS

Containers on Amazon Containers with an
EC2 orchestration tool
e Running containers
directly on Amazon U < I T
EC2 requires you to [HCH IS B - S T EHl = <> - el
manage scaling, Container Container

connectivity, and | Appl | App2

= | R
e Using an orchestration ( Docker [ e

tool helps manage: ' |

S Sl ( BT | j 5] E <> 5 i =]

e Placement |2 [EH]) <> [l

e Networking |

e Monitoring @

Container orchestration tool
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Container services

“What options do we have for managing containerized applications in the
cloud?”



Regi Pulls container Orchestration Deploys container Container
egistr image from the to hosting resource :
gistry g tool 1 IR hosting

registry

@ @ O 2 O




Users

Topics

be
ii

User service

Topic
service

@

User service repository

User container image —v2

User container image —v1

Topic service repository

Topic container image — v2

Topic container image —v1

Message container image — v2

Message container image —v1




Amazon ECS orchestration

Forum registry ECS cluster

Managed container Cluster hosting capacity: 2

orchestration service User service User ECS service
: : : it
tightly integrated with il Service 8 j
AWS capacity:
e Pulls images from EI
your repositories Topic service Topic ECS service

. repositor
e ECS services scale 2 E

service capacity by
managing container
count

Service 1
capacity:

Message ECS service

Message service
repository

Service )
capacity:

hosting capacity

e ECS clusters scale |
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Monolithic to container-based microservices

Amazon ECS

User

be
1N

B s MR O =

service

Topic EC2 instances
ﬁﬁﬁ ~ /api/topics ECS
service

Z

Application Load

Balancer Message
—>  /api/messages ———> j ECS

service

Cluster
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QA

Amazon EKS
Run Kubernetes on AWS.

&>
o=

Fargate
Deploy serverless
containers.

Amazon EC2
Deploy worker nodes
for your Amazon EKS

cluster.

¢

<
%
)\

¢

¢

-~
2\



Data plane

Worker node 1

Control plane Container 1 Container 1

Container runtime engine

kubelet kube-proxy

Worker node 2

Container 1 Container 1

Container runtime engine

kubelet kube-proxy



D>
2

AWS Fargate

Launch containers,
and Fargate manages
all of the underlying

container
infrastructure.

/

Launch containers

Fargate runs your
containers for
you.

Y
79

&D

Manage containers

Amazon ECS scales
your applications
and manages your
containers for
availability.




Choosing AWS container services

Least effort Most effort

¢ >

Choose your orchestration service.

Amazon ECS Amazon EKS

Choose your hosting type.

AWS Fargate Amazon EC2
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Compute operational models

Least effort
/N

A
Most effort

i\

>
e

Qa

Compute service

Lambda

Serverless functions

Fargate
Serverless containers

Amazon ECS and
Amazon EKS

Container management as
a service

Amazon EC2

-

[

Infrastructure as a service

Datasource integrations
Physical hardware, software,
networking, and facilities
Provisioning

Application code

AWS manages: You manage:

Container orchestration,
provisioning, cluster scaling
Physical hardware, host OS or
kernel, networking, and facilities

Application code
Datasource integrations
Security configuration

Security updates
Network configuration
Management tasks

Container orchestration control
plane

Physical hardware, software,
networking, and facilities

Application code
Datasource integrations
Work clusters

Security configuration and
updates, network
configuration, firewall,
management tasks

Physical hardware, software,
networking, and facilities

Application code
Datasource integrations
Scaling

Security configuration

Security updates
Network configuration
Provisioning, managing,
scaling, and patching
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Amazon EKS container options

On premises . In the cloud
EKS Distro EKS Anywhere EKS + AWS Outposts EKS + EC2 F?:ga:e
Control plane Customer Customer Q\LVE, QV_V-% QV_\E
Compute Customer Customer QV_\LS’ E\ng avg
Data plane Customer Customer Customer ' Customer av_\{g
Support Community QV_V/% QV_V/% Q_V_\E, i\{\/—g
Least You manage Most =h
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Amazon ECS container options

On premises . In the cloud
ECS Anywhere ECS + Outposts ECS + EC2 Fgfga:e
Control plane Customer QV_VE, QV_\_I_% a\ivg
Compute Customer QV_\L% E\ng QVXE
Data plane Customer Customer ' Customer QV_\EJ
Support ....................................................................................... QVE ........................................... QVE ............................. o iv-\i% .................................................. g-v-v—g ..........
Least You manage Most =h
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Review



Consider how you would answer the
following:

e How can we make components of our
applications more independent so changes in
one service will not affect any other?

e \What are the benefits of using containers for
our compute needs?

e What options do we have for managing
containerized applications in the cloud?
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Module review

In this module you learned about:

v’ Microservices
v’ Containers
v’ Container services

Next, you will review:

@ Knowledge check
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Knowledge check

g



Knowledge check question 1

Which of the following are characteristics of microservices? (Select TWO.)

Loosely coupled

Autonomous and independent

Tightly integrated
Interdependent components




Knowledge check question 1 and answer

Which of the following are characteristics of microservices? (Select TWO.)

A
correct

Loosely coupled

Redundant

C

Autonomous and independent
correct

Tightly integrated and dependent

Interdependent components




Knowledge check question 2

Which of the following are characteristics of containers? (Select TWO.)

Portable and scalable
Requires a hypervisor

Automatic

Repeatable

Each requires its own operating system




Knowledge check question 2 and answer

Which of the following are characteristics of containers? (Select TWO.)

A
Portable and scalable
correct
Requires a hypervisor
Automatic
D
Repeatable
correct

Each requires its own operating system




Knowledge check question 3

Containers in Amazon ECS are logically organized in:

A cluster

Pods

EBS volumes

Amazon S3




Knowledge check question 3 and answer

Containers in Amazon ECS are logically organized in:

A

A cluster
correct

Pods

EBS volumes

Amazon S3




Knowledge check question 4

Why would you choose to deploy your containers to AWS Fargate over Amazon EC27?

To take control of your infrastructure

To avoid manual infrastructure updates

To optimize price for a large load

To manage your own patches and updates




Knowledge check question 4 and answer

Why would you choose to deploy your containers to AWS Fargate over Amazon EC27?

To take control of your infrastructure

B
correct

To avoid manual infrastructure updates

To optimize price for a large load

To manage your own patches and updates




AWS
Networking 2



Question




Module overview

e Business requests

e \/PC endpoints

e \/PC peering

e Hybrid networking

e AWS Transit Gateway
e Present solutions

e Knowledge check

458



The network engineer needs to know:

e \What can we do to keep our connections to
AWS services private?

e How can we privately route traffic between
our VPCs?

e What are our options to connect our on-
premises network to the AWS Cloud?

e Which services can reduce the number of
route tables we need to manage our global
network?
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VPC endpoints

“What can we do to keep our connections to AWS services private?”



Internet
gateway

alPrivate subnet

& 9, |

VPC
endpoint



Gateway and interface VPC endpoints

Gateway endpoint Interface endpoint

e Target specified in route table

e Supports the following services:
e Amazon Simple Storage Service (Amazon S3)

e Amazon DynamoDB

e Elastic network interface with a private IP
address

e Supports more services than gateway
endpoints

e Powered by AWS PrivateLink
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(A
N %

Internet
gateway

2

Gateway
endpoint

4 =9
Gateway
endpoint

=y
o

72.16.0.
172.16.1.0
172.16.2.0

72.16.0.
72.16.1.
72.16.2.

=1-=11-

Destination Target

172.16.0.0/16

0.0.0.0/0 internet-
gateway-id

Destination Target

172.16.0.0/16
S3.prefix.list

DDB.prefix.list vpce-ddb



@) : : Destination Target
172.16.0.0/16 local
(1721620
0.0.0.0/0 internet-

gateway-id

Internet
gateway

@l Private 172.16.1.0/24
{172.16.0.0} Destination Target
el
e | 172.16.0.0/16

=

AWS Systems
Manager



VPC peering

“How can we privately route traffic between our VPCs?“



Destination Target Destination Target

10.2.0.0/16 PCX-1

(&)



Multiple VPC peering connections

Peering Peering connection
connection

10.1.0.0/16 10.2.0.0/16 10.3.0.0/16

Note: No transitive peering relationships
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Example: VPC peering for shared services

e App VPCs have
no peering
with each
other.

e You cannot use
the shared
services VPC as
a transit point
between app
VPCs.

Appl VPC ¢

&

Shared

A\ 4 Vv

App2 VPC

services
VPC

N\

VPC peering

App3 VPC
>

&)
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Example: Full mesh VPC peering

VPC
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Number of peering connections for a full mesh

n(n-1)
2
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Example

10(10- 1)

45



Example (cont.)

100(100 - 1)
2

= 4,950



What is the problem?

Static routes per Amazon Amazon VPC peering connections
VPC route table per Amazon VPC

100 125
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Hybrid networking

“What are our options to connect our on-premises network to the AWS
Cloud?”



<,

Customer
gateway
device

=D

Virtual

private
gateway

Two endpoints



Create a fiber link from your data center to your AWS resources.

Available for sub-1 Gbps to aws
100 Gbps links

Customer

cage
<, - -

Customer Customer Virtual

gateway

. private
device | o___ .

gateway



(ﬁb Direct Connect Site-to-Site VPN

e Capacity (Mbps) e Connection fee (per hour)

e Port hours e Data transfer out (DTO)

e Time that a port is provisioned for your use in e Measured per gigabyte (GB)

the data center e First 100 GB are at no charge

e Data transfer out (DTO)

e Measured per gigabyte (GB)




AWS Site-to-Site VPN
Limited to 1.25 Gbps connection

maximum

Faster to configure than Direct Connect

Don’t have to pay for inactive
connections

Encrypted in transit by default, but
travels over public internet

Direct Connect
Sub-1, 1, 10, or 100 Gbps connection
options

Requires special agreements and
physical cabling to the data center

Pay for port hours whether the
connection is active or not

Not encrypted by default, but it’s a
private, dedicated connection




AWS Transit Gateway

“Which services can reduce the number of route tables we need to
manage our global network?”



Transit Gateway

e Connects up to
5,000 VPCs and
on-premises
environments

e Acts as a hub for
all traffic to flow
through

e Allows multicast
and inter-Region
peering

Servers

Transit Gateway

EC2 instances

EC2 instances
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Attachments

VPN connection

Direct Connect gateway

Transit Gateway Connect or
Transit Gateway peering

Transit
gateway route
tables




Networks

Attachment

VPN connection

Direct Connect gateway

Transit Gateway

Transit gateway peering
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Partial connectivity

Direct
Connect

172.16.0.0 VPC B

172.16.1.0

Transit Gateway

AN VPN
Q connection VPC D
Customer

gateway
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Isolation with full access from a VPN

Direct
Connect

172.16.0.0 :
172.16.1.0 I

1172.16.2.0

Transit Gateway

A A
i
AN VPN
i ? connection
P
v ¥
Customer
@ gateway
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Review



Consider how you would answer the
following:

e \What can we do to keep our connections to
AWS services private?

e How can we privately route traffic between
our VPCs?

e What are our options to connect our on-
premises network to the AWS Cloud?

e Which services can reduce the number of
route tables we need to manage our global
network?
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Module review
In this module you learned about:

v VPC endpoints v’ Hybrid networking
v VPC peering v’ Transit Gateway

Next, you will review:

Knowledge check

491



Knowledge check
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Knowledge check question 1

What is a connection to a transit gateway called?

VPN

Attachment

Route

VPC




Knowledge check question 1 and answer

What is a connection to a transit gateway called?

VPN

B
correct

Attachment

Route

VPC




Knowledge check question 2

What are the components of an AWS Site-to-Site VPN connection? (Select TWO.)

Customer gateway device

Interface endpoint

Virtual private gateway
VPC peering connection
Gateway endpoint




Knowledge check question 2 and answer

What are the components of an AWS Site-to-Site VPN connection? (Select TWO.)

A Customer gateway device
correct
Interface endpoint
¢ | Virtual private gat
correct irtual private gateway

VPC peering connection

Gateway endpoint




Knowledge check question 3

What is true of VPC peering connections? (Select TWO.)

Connections are one-to-many.
Connections are one-to-one.

Connections require a transit gateway.

Connections can span accounts.

Connections are transitive.




Knowledge check question 3 and answer

What is true of VPC peering connections? (Select TWO.)

Connections are one-to-many.

B :
Connections are one-to-one.
correct
Connections require a transit gateway.
D :
Connections can span accounts.
correct

Connections are transitive.



AWS

Serverless

Lab 5



Which of the following best describes your
familiarity with serverless architectures?

A.

| have built solutions using serverless
architectures.

| understand serverless architectures, but
have not used them.

| know a little bit about serverless
architectures.

| am not familiar with serverless
architectures.
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Module overview

e Business request

e What is serverless?

e Amazon APl Gateway

e Amazon Simple Queue Service (Amazon SQS)

e Amazon Simple Notification Service (Amazon SNS)
e Amazon Kinesis

e AWS Step Functions

e Present solutions

e Knowledge check

e Lab 5: Build a serverless architecture
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The application development manager wants to
know:

e How can we reduce operational overhead and optimize
our resource costs?

e \What is a secure way to provide APIs that use our
backend services?

e How do we create a message queue for reliable service-
to-service communication?

e How can we give our applications the ability to send
push notifications?

e How do we ingest streaming data to power our real-
time applications?

e \What is an easy way to orchestrate multi-step
workflows?
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What is serverless?

“How can we reduce operational overhead and optimize our resource
costs?”



What is serverless?

)

No infrastructure to provision
or manage

ol

Scales automatically by unit of
consumption

Consumption-based pricing

Built-in security; highly
available compute

( .l"ﬁ\\ )
?

'y ']
¥ 4
‘5--‘
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AWS serverless portfolio

Compute API proxy Storage

i

AWS Lambda AWS Fargate Amazon API Amazon Simple

Gateway Storage Service
(Amazon S3)

Interprocess messaging

ok

Authentication

4O
0»] O

Amazon Simple Amazon Simple

Notification Queue Service

Service (Amazon (Amazon SQS)
SNS)

Amazon Cognito

Orchestration

AWS Step Functions

Database
Amazon Amazon
DynamoDB Aurora
Serverless
Analytics
=
Amazon Amazon
Kinesis Athena
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Example serverless architecture

POST request received
Request goes to a o

message queue to :
await processing by a [Igl;ﬂ —

worker service

_ Amazon API
Worker service Gateway

processes message
and writes it to
Amazon DynamoDB

Prompts the
notification service to
send an SMS notice to
subscribed users

—

Amazon SQS Worker containers on
AWS Fargate

— TR =
| —

[ | —
B=

DynamoDB
table

Amazon SNS

Vv

Short Message Service
(SMS) notification
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Amazon AP| Gateway

“What is a secure way to provide APIls that use our backend services?”



APl Gateway

Lambda functions

Public endpoints on Amazon

* Create an — Elastic Compute Cloud (Amazon

entry point for EC2)

Mobile apps
our

Z\Ipplications aW% Any other AWS service
y PI:OCESS ds of . Publicly accessible

thousands o 7 endpoints

concurrent API C—= ?

calls. Websites Amazon AP Endpoints in Amazon Virtual
S e Gateway Private Cloud (Amazon VPC)

internet facing _

AWS Direct Connect

only.

o nterna %

Partner services
On premises
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Creates a unified APl frontend for multiple microservices

Authenticates and authorizes requests to a backend




APl Gateway sample architecture

Static webpage frontend I

on Amazon S3

Clients

N

APl Gateway

l

Amazon CloudWatch

APl Gateway
response cache

Lambda
function

DynamoDB
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Amazon SQS

“How do we create a message queue for reliable service-to-service
communication?”



Stores messages until they are
processed and deleted




Loose coupling with Amazon SQS

Messages that

> D|”4 €< cannot be
e Loosely Dead-letter processed by the
couples queue consumer
application — Ea— [ I .
components
P : Dl |4 : Amazon RDS
e Uses | | primary
asynchronous —> — i Customer order i —> @ ]
. 20 : gueue : Amazon
processing l:l;‘)g | S| RDS =
e Creates SQS manages —
Application Load —— Q g
tolerance for messages in
_ Balancer
failed steps the queue
e Absorbs | s
demand spikes
Producer application Consumer application

tier tier
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Work queues Buffering and batch operations

Request offloading Auto scaling

Add another process to

Enqueue slower
scale up the rate of

requests.
messages.




SQS queue types

Standard At least once
A
| 1
Nearly unlimited API
a-o-Pl- - aon /
calls per second
\ T J
Unordered
FIFO
Only once

B —>—> B Limited API calls per
second

Ordered
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Optimizing your Amazon SQS queue configurations

Tune your visibility timeout Choose the right polling type

Short polling Long polling

Consumer

D|”4 SQS queue

__________________________________________
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When to use message queues

\/ Service-to-service
communication

Selecting specific
messages

Large messages

X
X

State change
notifications
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Amazon SNS

“How can | give our applications the ability to send push notifications?”



Amazon Simple Notification Service (Amazon SNS)

Types of subscribers

C

N/

i

------ 209 Email/Email-JSON
Publisher

Mobile text messaging (SMS)

— . . o
EE— i @ Mobile push notification

Topic ~ Message HTTP/HTTPS

AWS Lambda

H > Amazon SQS

Message
Publisher Subscriber Kinesis Data Firehose

519



Amazon Email and SMS Push notifications for
CloudWatch alarm messages for a app updates
notification mailing list

~\ Nj




Characteristics of Amazon SNS

AN

‘ Single published message

\

> No recall options

‘ HTTP or HTTPS retry

Standard or FIFO topics
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Amazon SNS publish to multiple SQS queues

Architecture example

[

Message

=

Online order
is received

Amazon SQS
&
Amazon SNS Fan i
e Mo 11 |_ Message
G | {>]]] < ‘
\!;! Order Processing
7 :
""" '"' Message
Topic >|| D”ld >
Queues Analysis

____________________________________
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Features Amazon SQS

Message persistence No Yes

Delivery mechanism Push (passive) Poll (active)

Producer and consumer Publisher and subscriber Send or receive

Distribution model One to many One to one




Amazon Kinesis

“How do we ingest streaming data to power our real-time applications?”



Collect and store data Load data streams into AWS Analyze data streams with Collect and store video
streams for analytics. data stores. SQL or Apache Flink. streams for analytics.




Redshift

™
n
c
(@]
N
©
£
<<

DynamoDB

IR



. == Amazon Redshift

Amazon S3

< & Amazon OpenSearch
Buffering and Service
concatenation
?D HTTP endpoint

Third-party service
provider




AWS Step Functions

“What is an easy way to orchestrate multi-step workflows?”



Coordinates microservices using visual workflows

Automatically initiates and tracks each step




Vending machine

Waiting for transaction

Soda selection

Vend soda



POST

Lookup customer # @ gﬁ
[]{/}D Generate ref # @
5

Record transaction
Response ]
Success or failure?

Notify admin @ @
nd

{form data}

E



"Comment": "An example of the ASL.",
"StartAt": "StartState",
"States": {
"StartState": {
"Task",
"Resource": "arn:aws:lambda:us-east..",
"Next": "FinalState"

},
"FinalState": {

"Task",
"Resource": "arn:aws:lambda:us-east..",
"End": true

End

I\
I\



Review



Consider how you would answer the following:

e How can we reduce operational overhead and optimize
our resource costs?

e \What is a secure way to provide APIs that use our
backend services?

e How do we create a message queue for reliable service-
to-service communication?

e How can | give our applications the ability to send push
notifications?

e How do we ingest streaming data to power our real-
time applications?

e \What is an easy way to orchestrate multi-step
workflows?
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Module review

In this module you learned:

v’ What is serverless? v' Amazon SNS
v’ AP| Gateway v' Amazon Kinesis
v' Amazon SQS v' AWS Step Functions

Next, you will review:

@ Knowledge check

@ Lab introduction
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Knowledge check

g



Knowledge check question 1

Which type of Amazon SQS queue provides at-least-once delivery?

FIFO queue
Standard queue

Dead-letter queue

Long polling




Knowledge check question 1 and answer

Which type of Amazon SQS queue provides at-least-once delivery?

FIFO queue

B

Standard queue
correct

Dead-letter queue

Long polling




Knowledge check question 2

What is an advantage of long polling compared to short polling?

Long polling provides an immediate response from a ReceiveMessage call.

Long polling is more stable when using a single thread to poll multiple queues.

Long polling reduces the cost of using Amazon SQS by reducing the number of empty responses and false
empty responses.

Long polling reduces cost by only sampling a subset of Amazon SQS servers.




Knowledge check question 2 and answer

What is an advantage of long polling compared to short polling?

C
correct

Long polling provides an immediate response from a ReceiveMessage call.

Long polling is more stable when using a single thread to poll multiple queues.

Long polling reduces the cost of using Amazon SQS by reducing the number of empty responses and false
empty responses.

Long polling reduces cost by only sampling a subset of Amazon SQS servers.




Knowledge check question 3

What is a feature of Amazon SNS?

Amazon SNS exchanges messages through a polling model.

Amazon SNS can send messages to decoupled components of a distributed application that do not process
the same amount of work simultaneously.

Amazon SNS can push messages to multiple subscribers.

Amazon SNS keeps messages persistent.




Knowledge check question 3 and answer

What is a feature of Amazon SNS?

Amazon SNS exchanges messages through a polling model.

Amazon SNS can send messages to decoupled components of a distributed application that do not process
the same amount of work simultaneously.

C

correct | AMazon SNS can push messages to multiple subscribers.

Amazon SNS keeps messages persistent.







Lab 5 diagram

Amazon SNS

Amazon S3 Amazon SQS Lambda Amazon S3 CloudWatch
Ingest Event . . .
g. . Invocations Resize Files
Object Notification
—  [plll« ?
Queue 1 Lambda function 1
 — \ =
& - I > eIl 4 ‘ =
User S3 bucket SNS topic Queue 2 Lambda function 2 S3 bucket Logs
—> |»ll]« ? -
Queue 3 Lambda function 3
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Lab tasks

Task 1: Create an Amazon SNS topic.

Task 2: Create three Amazon SQS queues and subscribe to the SNS topic.

Task 3: Create an Amazon S3 Event Notification to SNS.
Task 4: Create and configure three Lambda functions.

Task 5: Upload an object to the Amazon S3 bucket.

Task 6: Validate the processed file.
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